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Note for Users Upgrading GV-ASManager

You can keep your current database when upgrading GV-ASManager to the latest version.
Follow the steps below to back up the current database and restore it to the GV-ASManager

after upgrading to the latest version.

1. Goto :\Access Control\ASManager\ASRes\ and there should be four files.

iR Y T2
-
-Tell s
Organize « Include in library = Share with + Burn New folder
A Eavorites MName : Date medified Type Size
BE Deskiop Eﬁ ASConfig 12/14/2011 315 PM  Microsoft Cffice A.. 1 KB
& Downloads 2] ASConfig 12/14/2011 2:15PM  Microsoft Office A, 628 KB
| Recent Places 28 ASLog 12/14/2011 3:15 PM  Microsoft Office A.. 1 KB
& asLog 12/14/2011 215 PM  Microsoft Office A... 168 KB
= Libraries
Ei Documents
j‘ Music

2. Back up the four files in the folder.

3. Uninstall the old GV-ASManager. After uninstalling, only two files remain in the ASRes

folder.

| Recent Places

@uv| . v Computer » Local Disk (C) » Access Controfl11111 » ASManager » ASRes - | +3 | Seq
Organize = Include in library + Share with = Burn Mew folder
A~
P MName Date modified Type Size
Bl Desktop @ﬁ ASConfig 12/14/2011 315 PM  Microsoft Office A... 1KB
4 Downloads @ﬁ ASlLog 12/14/2011 315 PM Microsoft Office AL, 1 KB|

4. Install the latest GV-ASManager.

5. Copy and paste the four files you backed up back to :\Access
Control\ASManager\ASRes.

6. Run ASDBManager.exe from the GV-ASManager program folder at :\Access

Control\ASManager.
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7. Select ASManager Database Setting.

i Database Tools

Please Select Database Tools
wihich tool do you uze for databaze ? @.‘

AShanager D atabaze Setting :

Installation, setup, upgrade, backup and recovery.

Settings from Source to ASManager Database

Set the connection of Source D atabase, the mapping relations of the
tablez betweem Source and ASkanager database, the auto-update
request, and the manual update request,

’ Fe-login ] | E xit

8. Select Upgrade to latest database version.

[5: ASManager Database Setting @

Setup MDB f MSS0L Database for ASManager

Upgrade to latest database version

AShlanager Database wersion incampatible. Please
| updrade it first.

Delete ASManager Database

Backup Database

Recovery Datahase

Database version: 2,1,0.0

9. The GV-ASManager starts upgrading the database. When the upgrade is complete and
the message “Upgrade database successfully” appears, click OK.

Note: After you upgrade GV-ASManager, it is recommended to also upgrade the GV-AS
Controller firmware. To upgrade the controller firmware, use the Update to the latest
firmware version function in the Net Module Utility. See Chapter 14.

Vi
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Chapter 1 Introduction

The integration of GV-ASManager and GV-AS Controller offers full control of the entrances of
your premise. Up to 255 units of GV-AS Controllers can be monitored and controlled by one
GV-ASManager.

The following diagram is an example of how the GV-ASManager and GV-AS Controller can

be set up.
RS-48E
_______ Door 1 L Door 2 L Door 3 L Door 4
Wiegand Reader Reader Reader Reader
__m .
- 3 .
0 .
.
o e — & RS-48E
m ﬂ 'ﬂ e prmmmn—— IR Door 1 |_| Door2 | | Door3 | | Door4
: | -8 ‘qh TCP/IP Wiegand Reader Reader Reader Reader
W

GV-ASManager
Up tc 255 Controllers

B .

Door 1 L Door 2 L Door 3 L Door 4
Reader Reader Reader Reader

- am s wm o

Wiegand

AS40C Controller

Figure 1-1
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1.1 Main Features

GV-ASManager

Control up to 255 GV-AS Controllers

Up to 256 time zones and weekly schedules
Up to 40,000 cards

Up to 1,000 system users

Holiday planning for 14 months

Multiple cards per user

Four (4) access mode options: Card only mode (default), Card and PIN Code mode, Card
or Common mode, Release mode

Enroll cards in batch mode

Door alarms: door held open, door forced entry, tamper, access denied

Anti-Duress operation

Anti-Passback capabilities

Man trap in double door configuration

Import/export of card and user data in Access or Excel file format

User-defined matrix of 16-channel multi-views

User-defined screen layout and dual monitor display support

SMS or E-Mail notification with user-defined content, video snapshot and user photo

Video integration with GeoVision IP devices (GV-System, GV-NVR, GV-Video Server,
GV-Compact DVR, GV-IP Camera) and third-party IP cameras

Support for connecting to third-party IP devices using ONVIF, PSIA and RTSP protocols

Support Microsoft Access or SQL database

GV-ASRemote

Monitor unlimited GV-ASManagers over the Internet

Remote door monitoring, video playback, door operation

GV-TAWeb

Flexible workforce schedule arrangement
Payroll calculation

Attendance and payroll report search
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GV-ASWeb

Remotely watch live view from connected devices
Remotely add or delete cards, users, controllers, access groups, cameras
Web interface for historical log search with corresponding video and snapshot

Log export in Excel, Text, HTML file formats

GV-VMWeb

Web interface for creating visitor database and granting access
Visitor record search

Visitor self registration

GV-LPR

Control up to 255 GV-DVR LPR and / or GV-DSP LPR

Up to 40,000 vehicles

Multiple vehicles per user

Import / export of vehicle data in Access or Excel file format

GV-ASWeb: Remotely enroll vehicles and set up GV-DVR LPR or GV-DSP LPR

GV-ASWeb: Remotely search detected vehicles, see license plate snapshots, watch
recordings from connected GV-DVR LPR or GV-DSP LPR
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1.2 Concepts

Understanding the following concepts may help you read through the manual.

Weekly Schedule A weekly schedule is certain days of the week when a user is
granted access to a secure site.

For details, see 4.4 Setting Weekly Schedule.

Access Group An access group is a group of users with identical location
restrictions during the same time restraints.

For details, see 4.5 Setting Access Group.

Alarm Condition An alarm condition is a monitored condition through sensing
devices, and an alarm condition may activate alarms. For example,
the AS100 Controller has the ability to monitor 3 sensors, such as
door status sensor, smoke detector and tamper detector. The
AS100 Controller also provides 3 output relays for activating and
deactivating electric lock, siren and emergency door release when
the alarm condition occurs.

For settings of alarm conditions see 4.2.2 Step 2: Configuring a
Door. For configuring inputs and outputs see GV-AS Controller
Hardware Installation Guide.

Anti-Duress If a person is forced to open the door under threat, he or she can
enter his or her PIN plus 1 to activate an alarm and send a signal to
the ASManager to dispatch the police. For example, the PIN is 5555
and you enter 5556. The door will open normally (access granted)
and the alarm will be activated. The function is enabled by default in
the system.

Anti-Passback The feature is designed to prevent card sharing and to enforce use
of entry and exit readers. If a card was used at an entry reader, it
must be used at an exit reader before it will be valid at an entry
reader again.

For settings, see 4.2.2 Step 2: Configuring a Door.

Interlock The feature is also called “mantrap” or interlocking”. The feature

interlocks two controlled doors allowing only one door to be opened
at a time. The feature will not unlock a door if the other door is open.
If both doors are open at the same time, the alarm will be activated.

For settings, see 4.2.1 Step 1: Configuring a Controller.
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Two-person A/B
rule

The door unlock only when two assigned cards are presented
together. Two Person Card A must be presented before Two Person
Card B.

For settings, see 4.3.1 Adding a Single Card.

IP device

The video device is connected to the ASManager through the
network. The ASManager enables you to access the live video from
not only GeoVision IP devices (GV-System, GV-NVR, GV-Video
Server, GV-Compact DVR and GV-IP Camera) but also certain
third-party IP cameras. Connections to IP devices through ONVIF,
PSIA and RTSP protocols are also supported.

For details, see Chapter 5 Video Integration.

Data Group

This feature allows the administrator to restrict a user account to
only be able to read, write or execute the controllers, cards, users,
access groups, time zones and weekly schedules assigned under a
data group. For example, the administrator can create a data group
for the sales department and assign sales department-related cards
and controllers under that data group. Employees in the sales
department will only have access to the cards and controllers of their
own department.

For details, see 7.1.1 Adding a New User.

Door Group

When a large number of GV-AS Controllers are connected to the
GV-ASManager, the controllers can be organized into different door
groups, allowing you to quickly upload fingerprints to all the
controllers in a door group instead of uploading to each controller
one by one.

For details, see 7.4.4 Uploading Fingerprints to Controllers Using
Door Groups.
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Chapter 2 Installation

2.1 System Requirements

For GV-ASManager version 4.0 or later, the minimum hardware and software requirements
are:

(015 32-bit | Windows XP / Vista / 7 / Server 2008

64-bit | Windows Vista/ 7 / Server 2008

CPU Core 2 Duo E8400, 3.0 GHz

Memory 2 x 1 GB Dual Channels

Hard Disk 500 GB

VGA AGP or PCI-Express, 1280 x 1024 , 32-bit color and support DirectX 10
DirectX End-User Runtimes (November 2008)

Software .NET Framework 3.5

SQL Server 2005 Express (optional)

Browser Internet Explorer 7.0 or later

Note: The software programs End-User Runtimes (November 2008) and .NET Framework

3.5 are required to run the GV-ASManager. The software programs can be found in the

supplied software DVD.
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2.2 Installing the GV-ASManager

Starting from version 4.0, the GV-ASManager software supplied with GV-AS Controller can
connect with up to 4 controllers for free. If you need to manage more than 4 controllers, a
USB dongle is required. GV-ASManager can support connection with up to 255 GV-AS
Controllers.

Note: Starting from GV-ASManager 3.0, no USB dongle is heeded to connect to IP
cameras.

To install the USB Dongle drivers:
1. Insert the USB Dongle to your computer.

2. Insert Software DVD to your computer and a window will pop up automatically. Select
Install or Remove GeoVision GV-Series Driver and click Install Geovision USB
Devices Driver.

To install the GV-ASManager:

GV-ASManager V2.0 or later must run with DirectX End-User Runtimes (November 2008)
and .NET Framework. Follow these steps to install the programs.

Insert Software DVD to your computer and a window will pop up automatically.
If you don’t have DirectX 9.0c installed in your computer, select Install DirectX 9.0c.
Select Install DirectX End-User Runtimes (November 2008).

Select Install Microsoft .NET Framework Version 3.5.

o W bdoE

Select Install GeoVision V4.0.0.0 Access Control System, click GeoVision Access
Control System and follow on-screen instructions to complete the installation.
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2.3 Loggingin

Before using the GV-ASManager, you need to set the login ID and password, and create a

database.

1. Click Start, point to Programs, select Access Control and click ASManager. When you
start the system for the first time, the system will prompt you for a Supervisor ID and

Password as below.

ASManager, le

The system executes at firsk time

Please enter supervisor ID and password,
j(n} | admin |
Password: | I |
Password Confirmation: | 1111 |

[ ok i [ Cancel ]
Figure 2-1

2. Type a name you wish to be the Supervisor in the ID field and type the password.

3. Click OK. The message “Can’t open database. Would you like to set up database?”
appears.
4. Select Yes to create a database. The ID and password you have configured in Step 1 are

required to access the feature. This dialog box appears.

57 Database Tools F§|

Pleage Select Database Tools :
Which tool do you uge for database? @I

A5k anager Database Setting :

Setup, upgrade, deletion, backup and recaveny.

Settings from Source to ASManager Databaze

Set the connection of Source D atabaze, the mapping relations of the
tables betweem Source and A5k anager databagse, the auto-update
request, and the manual update request.

[ Fie-lagit ] | Eit

Figure 2-2
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5. Select ASManager Database Setting. The ASManager Database Setting dialog box
appears.

6. You can create either a Microsoft Access database or a Microsoft SQL database.
« To create a Microsoft SQL database, see Chapter 13 Database Settings.

. To create a Microsoft Access database for first-time users of GV-ASManager, Select
Setup MDB / MSSQL Database for ASManager. The Setup Database Connection
dialog box appears. Select Microsoft Office Access Database, and click OK. The
program starts creating a database. When it is complete, the message “Setup
database connection successfully” will appear.

7. Restart ASManager. You can see the main screen of the GV-ASManager.

Note: By default the Access database is created at C:\Access Contro\ASManager\ASRes.
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Chapter 3 The Main Screen of GV-ASManager

After you run the GV-ASManager, the following main screen will appear. Get yourself familiar
with the main screen, as it will help you when you read further in the following sections.

3.1 Main Screen

of ASManager E|@®
File Monitoring Wiew Setup Personnel Tools Window Help
QO 1 de=EE O8N BL B e
Device View Rl Carera List 11 X
16416 v = @) DvR-1 =
- = Camera 1
Device Status Alarm Forced Open  Dur¢ = Camera2
[ poor & Card Mode - W= Camera 3
[ oo Card Mode ¥= Camera 4
[ poorc Card Mode ¥ Cameras
[ poorp Card Mode = Camera6
v
Camera 7
L] — 2 = Camera i ™
5 4 b % Live Yideo X @
18 Access Monitor 1: Camera 1 Gl
HER
Message Al Message Cardholder A
1 Door/Gate Lock 1) Access Granted NfA
QFire Alarm i) ccess Granted NfA
i) Door/Gate Unlock dJ access Granted iA Playback 3
€ Tamper A Access Granted NiA |1: Camera 1 e
[y |

3 DoorjGate Lock.
<

e= "  a

T Ea
Message
Fire Alarm Door B
Tamper Door B
Qﬂre Alarm
gTampér

<

Tiles | Thumbnails

1 Access Granted

6412003 21:19:.03.739

Information Window

Camera

< >

Ready

6/1/2003 9:29:19 PM

Figure 3-1

No. | Name

Function

1 Menu Bar

The Menu Bar includes the options of File (log in / out the
GV-ASManager), Monitoring (display monitor windows of
alarm, access and event), View (display the function
windows), Setup (set up connected devices and schedules),
Personnel (set up the users’ accounts), Language (select
language of user interface), Tools (set up for notification and
log) and Window (arrange the display of different windows).

2 | Toolbar

The Toolbar includes the options of Login, Logout, Devices,
Areas, Door Groups, Time Zones, Weekly Schedules,
Holidays, Access Groups, Cards, Vehicles, Users and About.
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The Main Screen of ASManager

Displays a list of connected doors and their current status.
3 | Device View You can change the size of icons to 16 x 16, 24 x 24 or 32 X
32 from the drop-down list.

4 | Event Monitor Displays monitored events of doors.

5 | Alarm Monitor Displays alarm events of doors.

6 | Access Monitor Displays access activities of doors.

7 | Multiview Displays live views of connected cameras from multiple IP

devices. For details, see 5.4 The MultiView Window.

Displays the information of doors, card readers and monitored
events.

8 | Information Window

Plays back recorded events from a compatible GeoVision IP

9 | Playback i ) o ]
device. For details, see 5.5 Retrieving Recorded Video.

10 | Live Video Displays the |IV? view Pf ong connected camera. For details,
see 5.2 Accessing a Live View.

11 | Camera List Displays a list of connected cameras.

Note: After closing the main screen, GV-ASManager will continue to run in Windows Task
Manager.

3.1.1 Toolbar

9990900000596 ¢

- & & GEE B

Figure 3-2

=

The buttons on the Toolbar of GV-ASManager:

No. | Name Function
1 Login Logs in the GV-ASManager.
2 Logout Logs out the GV-ASManager.

11
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Devices

Defines controllers and doors.

Cameras

Searches the GV IP devices on the same network. For
details, see Chapter 5 Video Integration.

Areas

Configures Global Anti-Passback. For details, see 6.3 Global
Anti-Passback.

Door Groups

Assigns controllers into door groups to be able to quickly
upload fingerprints to multiple controllers. For details, see
7.4.4 Uploading Fingerprints to Controllers Using Door
Groups.

Time Zones

Defines the minutes and hours of the day when a user is
granted access to a secure site. For details, see 4.4.1 Step 1:
Setting Time Zones.

Weekly Schedules

Defines the days of the week when a user is granted access
to a secure site. For details, see 4.4.2 Step 2: Setting Weekly
Schedules.

Holidays

Defines the specific dates as holidays. For details, see 4.4.3
Step 3: Setting Holidays.

10

Access Groups

Sets up different groups to define who can access what door
at what time of a day. For details, see 4.5 Setting Access
Groups.

11

Fingerprint Access

Uploads the enrolled fingerprints to the controllers. For
details, see 7.4.3 Uploading Fingerprints to Controllers.

12

Cards

Creates and edits a database of card information. For details,
see 4.3 Setting Cards.

13

Vehicles

Creates and edits a database of vehicle information. For
details, see Chapter 12 License Plate Recognition.

14

Users

Creates and edits a database of user information. For details,
see 4.6 Setting Users.

15

About

Displays the version of GV-ASManager.

12




The Main Screen of ASManager

3.2 Device View

The Device View displays the activity and status of the connected doors.

e To open the Device View window, click View on the menu bar and select Controllers.

[0 Facotry Door

|:| Emergency Door Card and PIN Code M...

Catd or Common Mode

Device Yiew o X
16x16 -
Device Status Alarm Forced Open | Duress Tamper Fire Alarm Held Open
= @D TESTES
= & Controller 1
[0 Front Door Card Mode [ (R
[ Back Door Release Mode [, (A

Figure 3-3

3.2.1 Controls on the Window

You can control a connected controller or door by right-clicking it in the Controller window.

The menu options of the Host include:

Name

Function

Unlock Door, Force Unlock,
Force Lock, Disable Door
Lock Operation

Controls the behaviors of all doors associated with the
server.

The options of Force Unlock and Force Lock will let the
door stay open or locked until you select Disable Door Lock
Operation.

The Unlock Door option will let the door open temporarily
until the specified time is expired. See “Lock Reset Time” at
Step 2 in 4.2.2 Step 2: Configuring a Door.

Reset Anti-Passback

Clicking this option enables a user to re-access the entry or
exit reader.

See Chapter 6 Anti-Passback.
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The menu options of the Controller include:

Name Function

Unlock Door, Force Unlock, Controls the behaviors of all doors associated with the
Force Lock, Disable Door controller.

Lock Operation The options of Force Unlock and Force Lock will let the
door stay open or locked until you select Disable Door Lock
Operation.

The Unlock Door option will let the door open temporarily
until the specified time is expired. See “Lock Reset Time” at
Step 2 in 4.2.2 Step 2: Configuring a Door.

Reset Anti-Passback Clicking this option enables a user to re-access the entry or
exit reader.

See Chapter 6 Anti-Passback.

Reconnect Reconnects with the controller.

Sync Controller After the controller settings are modified, clicking Sync
Controller can immediately renew the settings.

Settings Modifies the controller settings in the Controller Setup dialog
box.

14



The Main Screen of ASManager

The menu options of the Door include:

Name

Function

Unlock Door, Force Unlock,
Force Lock, Disable Door
Lock Operation

Controls door behaviors.

The options of Force Unlock and Force Lock will let the
door stay open or locked until you select Disable Door Lock
Operation.

The Unlock Door option will let the door open temporarily
until the specified time is expired. See “Lock Reset Time” at
Step 2 in 4.2.2 Step 2: Configuring a Door.

Stop Alarm, Clear Forced
Open, Clear Duress, Clear
Tamper, Clear Fire Alarm,
Clear Held Open, Clear
Access Denied

Clears the alarm conditions.

For alarm settings, see Step 5 in 4.2.2 Step 2: Configuring a
Door.

Sync GeoFinger

If fingerprint data failed to upload to the controllers, click
Sync GeoFinger to re-upload the selected fingerprint data.

Settings

Modifies the controller settings in the Controller Setup dialog
box.

15
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3.3 Monitoring Windows

Three monitoring windows are provided for users to oversee different types of door activities:
Access Monitor, Alarm Monitor and Event Monitor.

e To open these windows, click Monitoring on the menu bar, and select the desired

windows.

3.3.1 Controls on the Window

The three monitoring windows of Access Monitor, Alarm Monitor and Event Monitor have the
same controls on the window.

We use the Access Monitor window as example to explain the controls.

] Access ionitor

Y & j—
Message Door  Local Time ~
@Rcces-; Denied: Invalid Schedule 1 9142012 6:27:01 PM

g.ﬁsﬁ:cess Denled: Invalid Card Door 1 904201 31 PM

.i/ Access Granted Door 1 9/4/2012 PM

jg Access Granted Door 1 9/4/201 i} ap
@.ﬁcces-.: Denied: Invalid Schedule Door 1 9/4/20

1) Access Granted Door 1 9/

1) Access Granted Door 1

1 Access Granted 1 09 1

1 access Granted Door 1 67 45

L¥ Access Granted Door 1 108-45859

1) pccess Granted Door 1 9/4/2012 6:2%:56PM  067-63348 Paul Bradsh... 3
Tiles | Thumbnails
| é ]

Figure 3-4
No. | Name Function
1 Filter Sets up criteria to only display the desired activity
information.

Auto Select Focuses on the latest data display.

Lock Suspends the current data display.

Lists / Tiles / Thumbnails Decides how events are displayed on the window.

16
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The following options are only accessible on the Access Monitor window. Right-clicking one
message allows you to access its detailed information.

Name

Function

New/Edit Card

Enrolls a new card or edits the card information.

Browse Card Information

Views the card information.

Browse User Information

Views the user information.

Show Image

If the camera monitors when the activity happened,
the related image is available.

3.3.2 Customizing a Monitoring Window

You can customize the messages displayed on a monitoring window by defining filter criteria.

Multiple custom monitoring windows can be added for your specific requirements.

1. To add one monitoring window, click Monitoring on the menu bar. Then select New
Alarm Monitor, New Access Monitor or New Event Monitor.

2.  Click the Filter button on the monitoring window. This dialog box appears.

Filter
tessage:

SWEINPL A= Messages
1 Forced Open
1 Duress
i) Tamper
i Fire Alarm
i/ Held Open
[#].1 Access Denied

Doar:

= [l TEST111
=[], Controller 1
[ Front
[ Back
[w].%. Contraller 2

X

( 0K

l ’ Cancel

Figure 3-5

Select the desired messages and devices for monitoring, and click OK. The monitoring

window will only display the messages based on the defined criteria.

17
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4. Right-click the Monitor tab on the main screen, and select Rename to name the new

monitoring window.

5 ==""%nk Monitar | Event Monitor

Figure 3-6

Note: The added windows are only for one-time use, and they cannot be saved after the
monitoring window is closed.

3.3.3 Arranging Monitoring Windows

The monitoring windows can be arranged on screen in several ways.

On the menu bar, click Window, and select one of the following options to arrange the
windows:

m Cascade: Overlaps the open windows and shows their title bars.
m  Tile Horizontally: Arranges the open windows horizontally.
m Tile Vertically: Arranges the open windows vertically.

m  Arrange Icons: Arranges the minimized windows on the bottom.

You can also open the monitoring windows in separate windows and place the monitoring
windows on different monitors. On the menu bar, click Window and select New Window. On
the menu bar of the new window, click Monitoring to open different monitor windows and
click Window to arrange them.

29 ASManager

Maonitaring
Mew Alarm Manitar
Mew Access Monitor
Mew Event Manitar

Mew LPR. Maonitar

Mew Locate People

Figure 3-7
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Chapter 4 Settings

This section describes the following settings:
e Setting Controllers
e Setting Cards
e Setting Weekly Schedules
e Setting Access Groups

e Setting Users

4.1 Setup Flowchart

To get started quickly with GV-ASManager settings, follow the process illustrated below.

Set Controllers <« Set Doors < Set Controllers

Add One Card

Present the card to the card reader to see if the
message “Access Granted” is displayed.

Set Weekly Set Set Weekly . S;t
Schedules Holidays Schedules ime Zones

Set Access Groups
Assign defined Access | Create cards one by
Add All Cards | < Groupsto cards | one or in batch

Assign created cards |
Add Users <« t0 USers < Create users
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4.2 Adding Controllers
To add the GV-AS Controller to the GV-ASManager, follow these steps:

e Step1l Configuring a Controller

Establish the communication between the GV-AS Controller and GV-ASManager.

e Step 2 Configuring a Door

Define the doors on a door controller.

4.2.1 Step 1: Configuring a Controller

1. On the menu bar, click Setup and select Device. This dialog box appears.

Dewice List
©e ©e
In} Controller Tupe In} LFR Tupe
Figure 4-1

2. Click the Add icon on the top left corner. This dialog box appears.

Please Enter ID

Marme: Controller 2

v| [_cancel |

Type |3'-.,.-'.,.-z,55;4|:||:

Figure 4-2
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3. Enter ID and Name of the Controller, select Type of the Controller and click OK. This
dialog box appears.

Controller Setup E|

General Setup | Gate 1| Gate 2 | Gate 3 || Gate 4

General

Controller Narne : Controller 1
Contraller 1D
Interlock : [OGate 1 -Gate 2
[(Gate 3-Gate 4
GMT : + % |08 v |00
[ata Growp: Mo Groups v

Release Al Doars By Card

Enable Daylight S aving

Connection

() Mebwark : TCPAP w
IF: 192.168.5.42
Part : 4000
Usar: admin
Pazzword : LITIT)
Crypta Key : sssssses
Figure 4-3

Note: The Controller ID must match the Controller ID set ahead with GV-ASKeypad or on the
Web interface of the controller. Refer to GV-AS Controller Installation Guide.

4. In Connection section, select the communication mode between the GV-AS Controller
and GV-ASManager.

e If using RS-485 connection, select COM Port that is used for connection.

e If using Ethernet, select Network and select TCP / IP or LocalDDNS. Type the IP
address, device name (if LocalDDNS is selected), port number, login user, login
password and Crypto key (3DES code) of the GV-AS Controller.

Note: The default values of GV-AS Controller are: IP address 192.168.0.100; username
admin; password admin; Crypto key (3DES code) 12345678.
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5. To check if the above connection settings are correct, you can click OK at this step and

back to the main screen. The icon <~ appearing on the Device View window indicates
the connection is established.

Note: For the disconnection messages displayed on the Status column (Figure 4-5), see D.

Controller Status in Appendix.

6. OPTIONAL settings in the General section:

22

Interlock: Enable the “interlocking” feature between two doors (Door A and Door B,
or Door C and Door D). Doors that are interlocked cannot be open at the same time.
The door only unlocks when the other door is close.

GMT: The current time at the host computer.

Data Group: Assign the controller to a data group or select No Groups to disable
the data group function. You can then allow or forbid a user to read / write / execute
the functions assigned under the data group. Refer to Adding a New User in Chapter
7 for more details.

Release All Doors by Card: When a card is presented, all doors set to Release by
Card mode will open and will remain open until the end of Release by Card mode set
in the Authentication Schedule. For Authentication Schedule, see 4.2.2 Step 2:
Configuring a Door.

Enable Daylight Saving: Enable the Daylight Saving feature. The system will
automatically adjust for daylight saving time.



4.2.2 Step 2: Configuring a Door

Settings

1. To define the doors on the controller, click the Door / Gate tab. This dialog box appears.

Controller Setup g|
General Setup | Gate 1 | Gate 2| Gate 3| Gate 4
General
Set Door Info
Mame: Dioor 1
Passward Ty 4~8 digits{0~3)
Lock Reset Time : 5 Secil ~255)
5 {Handicap Card)
Held Open Time : 10 Secia~89949)
10 (Handicap Card)

Fire Action Unchange w

Reader's Keypad Anti-Fasshack

Entrance [ Local Anti-Passhack

[v] Exit [] Globe Anti-Fasshack

GeoFinger Tuwo-Person Rule

Entrance [JEntrance

Exit [ Exit
[Time Clock [ Authentication Schedule
[t Check Cut
Alarm Event Camera Mapping

Held &

[ Held Gpen []5et Camera Mapping
[JFarzed Open
] Tamper
[IFire &larm
[ sccess Denied

Alarm Caontinuaus Time

5 Sec(1~10)
[ Ok ] [ Cancel

Figure 4-4

2. Inthe General section, enable Set Door Info to define the general settings for the door:

Name: Give a name to the door.
Password: Give a password to the door. The default setting is 1234.

Lock Reset Time: If the door is monitored, type the number of seconds the door can
be held open. After the specified time expired, the door will automatically be locked.
Next to Handicap Card, type the number of seconds the door will be held open when
a Handicap Card is swiped.

Held Open Time: If the door is monitored, type the number of seconds the door can
be held open before a Door Held Open alarm is generated. Next to Handicap Card,
type the number of seconds the door can be held open after a Handicap Card is
swiped before a Door Held Open alarm is generated.

Fire Action: Set the door to be locked or unlocked when a fire alarm condition
occurs.
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3. The following settings are OPTIONAL and are only applicable when related settings are

24

also configured:

Reader’s Keypad: When the Card and PIN Code Mode is applied, normally both the
access card and PIN code are required. But if the Entrance or Exit option is not
selected, only the access card is required to unlock the door. For example, if only the
Entrance option is selected, the user will be required to both present the card and
enter the PIN code to unlock the entry door, but only the card will be required to
unlock the exit door. To apply Card and PIN Code mode, see step 4 below.

Anti-Passback: To perform the Anti-Passback application, see Chapter 6
Anti-Passback.

GeoFinger: Enables fingerprint authorization if the door is installed with GV-GF
Fingerprint Readers. To enable fingerprint authorization for both exit and entrance
doors, select both Exit and Entrance. Refer to 7.4 Setting Up GV-GF Fingerprint
Readers for details.

Two Person Rule: Select Entrance to require presenting Two Person A Card and
then Two Person B Card before the entry door is unlocked. Select Exit to require
presenting both cards in the right order before the exit door is unlocked. To set a card
as Two Person A/B Card, see Adding a Single Card section later in this chapter.

Time Clock: This option must be selected to enable GV-TAWeb. See Chapter 10
GV-TAWeb for Workforce Schedule for more details.

Auto Check Out: Automatically checks out the Visitor Card when the visitor presents
the card at the exit door. To set a card as Visitor Card, see Adding a Single Card
section later in this chapter.

The Authentication Schedule is an OPTIONAL setting for specifying different access

modes at different periods of time; otherwise the default access mode is Card Mode that

requires users to present the card only to be granted access.

Working Time Setup

TS (N
G OO O WO T O R 1 S N e
Man ]
Tus [og: a4]
wied i
Thu
Fri
Sat
Sun
Hal.
M FRelease Mode W Card or Common bode
[ Release By Card
B Cad and PIM Code Mode Card Mode
Figure 4-5



To define which kind of access mode should be applied at specific day and time, select

Settings

one access mode on the toolbar and drag the mouse over the timelines. Four (4) access

modes are available in the system:

m Card Mode: This is the default mode. This mode only requires the user to present
his or her card to be granted access.

m  Release Mode: Keep the door in an unlock status with the reader.

e Release by Card: The door will unlock only after a card is presented and will

remain unlocked during the time specified for Release Mode. This option is

designed to prevent unattended doors from opening during the Release Mode

time.

m Card and PIN Code Mode: This mode requires the user to present his or her card

and then enter the card’s PIN code on the keypad. For the following controllers and

readers, the user can also be granted access by entering the card number and pin

code:
Model Supported Command
Firmware (Example: Card 12345678, Pin 0000)

GV-AS100 V1.04 or later Card Number + Pin Code
Example: 123456780000

GV-AS110 V1.04 or later % Card Number + Pin Code #
Example: * 123456780000#

GV-AS400 V1.04 or later Pin Code + Card Number
Example: 000012345678

GV-AS210/ 810 V1.0 or later Pin Code + Card Number
Example: 000012345678

m  Card or Common Mode: This mode requires the user to present his or her card to

be granted access OR enter the door’s password using the keypad to be granted

access.

5. The settings in the Alarm Event section are OPTIONAL unless an alarm device is

installed on the GV-AS Controller. Enable the desired alarm conditions that will cause the

alarm to occur: Held Open, Force Open, Tamper, Fire Alarm, and Access Denied.

m  Alarm Continuous Time: Type the duration of the alarm sounds in seconds.

25



Q GeoUision

6.

26

The settings in the Camera Mapping section are OPTIONAL unless a camera is installed
at the secure site. For details see Chapter 5 Video Integration.

Click OK several times and return to the main screen. A controller folder tree will be
displayed on the Device View window as example below.

If the icon <~ appears, it indicates the connection between the controller and
GV-ASManager has been established.

If the icon ~* appears, it indicates the connection failed. Make sure the above
connection setup is correctly configured.

Device Wiew

16:16 ~
Device Status Alarm Farced Open | Duress Tamper
= & TESTES ~

= & [Controller 1
[ Front Door Card Mode

[ Back Door Release Mods
D Emergency Door Card and PIM Code M.,
[ Facotry Door  Card Mode v
< >
Figure 4-6
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4.3 Setting Cards

Once you have configured the controller, you may start enrolling cards. All new cards must be
enrolled into the GV-ASManager before access is allowed. Up to 40,000 cards can be stored

using a GV-AS Controller. If a card that was not enrolled is presented to the reader, the

message Access Denied: Invalid Card will be displayed.

Depending on how many cards you need to program, you can simply add them one at a time

or use the batch function to add a group of cards.

4.3.1 Adding a Single Card

1. To add one card, use one of these ways:

Present the card to the reader. The message Access Denied: Invalid Card is
displayed. Right-click the message and select New/Edit Card. The New a Card
dialog box appears with card number and code type entered (Figure 4-9). Then follow
Step 3 to complete other settings.

On the menu bar, click Personnel and select Cards. This window appears.

E2 Card List

T O oo

*

&g a O

: Mew Batch Mew Edi ; Import Refresh

 Search by | Al [ il || Auta setect | Fier view |

| Card Number Card Type | Card Bits  User Card Status Activation Date | Deactiva,., | Privilege Brcess Group
@3138621061 Morrnal 32 Adeline Tan Active 2/16/2011 Mo Privilege  Trading
E11977439163  Mormal 32 Allegro 2 Active 12302010 Mo Privilege  allegro Temp
E2020189715  Hormal 3z &ndy Yong Ackive 12{28f2010 Mo Privilege  Admin

Total Cards: 3

Figure 4-7

27



Q GeoUision

2. Click the New button on the toolbar. This dialog box appears.

Uszer: ]
Card Nurnber: 123-46573 Code Type: | Wiegand26 bl
Card Status: :.Ac:.t.i.ve 1 w Card Type: r-»l.orméi i v
Activatian Date: | 9 5r2012 v|
Deactivation D ate; | 1/ s/2m3 ¥
Fin Code: Bl | Privilege: Mo Frivilege |
Access Group: Admln |
=!| Controller 16
16 D15-16 HR. filing room 24-hour access
16 D115-25 Pantry 1 24-hour access
16 D15-18 Door leading to General Office 24-hour access
16 [115-19 General Office 2d-hour access
+ | Controller 18
+ | Controller 19
+ | Controller 20
D ata Group: Mo Groups w ak l ’ Cancel
Figure 4-8

3. The settings are available for the card:
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Card Number: Enter the card number.

Code Type: Select the code format of the card.

Card Type: Select one of the following card types.

Normal: The card opens the door when it is under Card Mode, the default mode.

Patrol: The card is assigned to the person in charge of patrolling a location, e.g.
a guard. When the patrol card is presented to the reader, the access will be
recorded but the door will NOT unlock. The feature may be set together with
Privilege below. The patrol card user may have the privilege to stop alarm
sounds and clear alarm events during patrolling.

Two-person A Card: Two-person A/B rule. The card is defined as Card A. Card
B must be presented after Card A to unlock the two-person-rule enabled door.

Two-person B Card: Two-person A/B rule. The card is defined as Card B. Card
A must be presented before Card B to unlock the two-person-rule enabled door.
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e Visitor: This card is assigned to a visitor and the visitor's access can be
managed using GV-VMWeb.

e Security: The security card can enable the Security Mode where no cards can
be granted access. Only the security card can disable the Security Mode.

e Handicap: When the handicap card is used, the door will remain unlocked for
the time specified in Lock Reset Time and Held Open Time for handicap card. To
see how to set prolonged Lock Reset Time and Held Open Time for handicap
card users, refer to 4.2.2 Step 2: Configuring a Door.

Activation/Deactivate Date: Specify when the card is active or inactive.

PIN Code: Enter a four-digit personal code for the card. The default setting is 1234.
Privilege: Assign one of these privileges to the user:

e Stop Alarm: The user can stop alarm sounds by presenting the card.

e Clear Event: The user can clear alarm events by presenting the card. All alarms
in the Device View window are erased. A record of these alarms is still kept in the
Alarm Monitor.

Access Group: Access Groups control which personnel can access which door and
at what time. For details, see 4.5 Setting Access Groups.

For first-time user of the GV-ASManager, the access group is not yet established.
Select User Define for test run.

Controller: The Controller column displays the associated doors. The selection for
each door will be automatically brought up when one access group was entered.

For first-time user of the GV-ASManager, select 24-hour access for each door for
test run.

Data Group: Assign the card to a data group or select No Groups to disable the
data group function. You can then allow or forbid a user to read/write/execute the
functions listed under the data group. Refer to Adding a New User in Chapter 7 for
more details.

Present the enrolled card to the reader. Once the card has been accepted, the message

Access Granted will be displayed.

Note: If the GV-ASManager is connected to GV-AS200 and other types of GV-AS
Controllers simultaneously, the first 10,000 card data can be shared for use between
GV-AS200 and other GV-AS Controllers.
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4.3.2 Adding a Group of Cards

Before you use the Batch function to enroll new cards, please note that the group of cards
must be numbered sequentially.

1. On the menu bar, click Personnel and select Cards. The Card List dialog box appears.

2. Click the Batch New button on the toolbar. This dialog box appears.

Card Humber: 100-00000 ~ 100-00500 Code Type: ‘wiegand26 w
Card Status: Active w |  Card Type: Nomnal ~
Activation Date: 09/06/2012 R

03/06/2013 ~

Pin Code: ene Privilege: Mo Priviege »

Access Group, Drefault -

Data Group: Data Group 1 w aK l [ Cancel

Figure 4-9

3. The settings in the dialog box are the same as those of adding a single card. See Step 3
in 4.3.1 Adding a Single Card.

Note: Cards that were enrolled using the Batch function will have the same PIN. If you want
to change the PINs of certain cards, you have to enter the PIN using the Edit function on the
Card List dialog box.

4.3.3 Importing/Exporting Card Data

You can import and export card data in mdb or xIs format.

To export card data:
1. On the Card List window (Figure 4-7), select desired cards using Ctrl + left click.
2. Click the Export button and select Export to Access or Export to Excel.

3. Assign the file path, and optionally enter password to export card data.

Note: The Excel file format does not support the password protection.
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To import card data:

Settings

1. On the Card List window (Figure 4-7), click the Import button and select one of these

options: Import from Access or Import form Excel.

2. Assign the file path and type the Password if necessary. Click OK. This dialog box

appears.

Import Cards E
You can define the field mappings. Set Mappings to specify the correzpondence bebween figlds in the Card and
field in the Source.
Select Source Tahle: admin w | l Auto mapping l l Clear mapping l
Card Fields Type <--» | Source Fieldz Type
CardMo adyfartw Char
CodeType adUnzignedTinylnt
CardType adUnzignedTinylnt
CardStatus adUnzignedTinylnt

ActivationDlate
Deactivation
DeactivationD ate
FinCode

Frivilege

adDBTimeStamp
adBaoalean
adDBTimeStamp
advatwChar
adnzignedTinglnt

Impaort ] l Cancel

data fields.

Figure 4-10

Select the Source Table you want to import.

Click Import to import card data.

Click the Auto mapping button to automatically map the Source fields to the current card

You can also manually map the fields by clicking the columns under Source Fields.
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4.4 Setting Weekly Schedules

This section will help you define the daily and holiday access times. Up to 254 weekly
schedules may be defined with two default weekly schedules for “deny access” and “full
access”.

Before creating weekly schedules, it is helpful to map out all possible usages of weekly
schedules for the site. For example: consider the variety of access hours for employees,
consider requirements for janitorial personal who may need night access, consider
requirements for service or repair personnel who may need all hours access, consider
requirements for supervisory staff who may need extended hours access and etc.

e Step1l Setting Time Zones

Define the minutes and hours of the day when a user is granted access to a secure
site. The minimum time duration is 5 minutes.

e Step 2 Setting Weekly Schedules
Define the days of the week when a user is granted access to a secure site.
e Step 3 Setting Holidays

Define specific dates as holidays.

4.4.1 Step 1: Setting Time Zones

This section provides examples of setting the following time zones:
e Day shift — 09:00 to 19:00 hours
e Night shift — 19:00 to 9:00 hours (cross midnight)

e Supervisor — 07:00 to 24:00 hours
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1. On the menu bar, click Setup and select Time Zones. This dialog box appears.

@& 89\
ool ¢ 8. ¢ 5 8 7.8 8 10 1112 13 14 15 18 17 18,19 30 31 32 33 3¢

0:Deny Access
255 Full Access
1:Day Ehift

2: Night shit |

B Access Time

Data Group:

Figure 4-11

2. Click the Add button &, This dialog box appears.

Please Enter ID

v
M ame: day shift
Figure 4-12

3. The ID is the number of the time zone. The system will automatically create the ID based
on how many time zones have been added. Give a Name to the time zone you are going
to define. Click OK.

For example, name the Time Zone 1 as day shift.

4. Click the Add Access Time button |@|. Then drag the mouse on the timeline to define a
period of access time.

For example, the time of day shift is from 09:00 to 19:00.

5. To create the second time zone, click the Add button and name it as night shift. Then
click the Add Access Time button. Drag the mouse on the timeline to set the time from
19:00 to 24:00 and from 00:00 to 09:00.

6. To create the third time zone, click the Add button and name it as Supervisor. Then click
the Add Access Time button. Drag the mouse on the timeline to set the time from 07:00
to 24:00.

7. You can use the Data Group drop-down list to assign the time zone to a data group or
select No Groups to disable the data group function. You can then allow or forbid a user
to read/write/execute the functions assigned under the data group. Refer to Adding a New
User in Chapter 7 for more details.

8. Click OK. The three time zones have been defined.
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4.4.2 Step 2: Setting Weekly Schedules

This section provides examples of setting the following weekly schedules:
e Schedule-Day shift — Monday through Friday, 09:00 to 19:00 hours
e Schedule-Night shift — Monday through Friday, 19:00 to 9:00 hours

e Schedule-Supervisor — Monday through Sunday and Holidays, 07:00 to 24:00 hours

1. On the menu bar, click Setup and select Weekly Schedules. This dialog box appears.

Monday Deny Acce. |

Full &ccess

Tuesday Deny Acce.. |

‘wiednesday Deny Acce.. |

Thursday Deny Acce. |

Friday Deny Acce.. |

Saturday Deny Acce. |

Sunday Deny Acce.. |

Hal. Deny Acce.. |

Data Group: Ok ] [ Cancel ]

Figure 4-13

2. Click the Add button. This dialog box appears.

Please Enter ID §|

M ame: Schedule-empl Cancel

1C:

il

Figure 4-14

3. The ID is the number of the weekly schedule. The system will automatically create the ID
based on how many time schedules have been added. Give a Name to the weekly
schedule you are going to define. Click OK.

For example, name the Weekly Schedule 1 as Schedule-Day shift.
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4. From the drop-down lists of Monday to Friday, select the Day shift time zone we have
created. No access is allowed on Saturday, Sunday and Holiday.
Schedule Setup r5_<|

]

Deny Access

Monday DaShit [~ I | v

Schedule- Day shift Tty ClayiShil =

Wedresday pgyshit [~ I | v

Thursday Dapshit [ 7 7 N T | v
1ay Shif

Full Access

Friday

Saturday Deny scce. T ' ' T T T u ] |

Sunday Deny dere.. | ' ) ) T ) T . ] v

Hal. Deny scce. . ] »
Data Group: |No Groups v| [ Ok ] [ Cancel ]

Figure 4-15

5. To create the second time schedule, click the Add button and name it as Schedule-Night
shift. From the drop-down list of Monday to Friday, select the Night shift time zone we
have created. No access is allowed on Saturday, Sunday and Holiday.

6. To create the third time schedule, click the Add button and name it as
Schedule-Supervisor. From the drop-down lists of Monday to Hol, select the
Supervisor time zone we have created.

Schedule Setup gl
@ &
Deny Access
sk Muma— I
Full Access Supervisor
Schedue-Day shit Tuesdy [ supenisor [ I

Schedule- Night shift ‘Wednesday Supervisor [ I
visol Thursday Superdisor [ I
Friday Superisor [ I
Saturday Superdsor [ I
Sunday Supervisor [ I
=3 q20] b

Hal.

Data Group |NoGroups v| [ Ok ] [ Cancel ]

Figure 4-16

7. You can select a time schedule and use the Data Group drop-down list to assign the time
schedule to a data group or select No Groups to disable the data group function. You can
then allow or forbid a user to read/write/execute the functions assigned under the data
group. Refer to Adding a New User in Chapter 7 for more details.

8. Click OK. The three weekly schedules have been defined.
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4.4.3 Step 3: Setting Holidays

To designate specific dates as holidays on the system:

1. On the menu bar, click Setup and select Holidays. This dialog box appears.

Holiday Setting @

|
Dec 2006 Jan 2007 Feh 2007 Mar 2007 Apr 2007
S MTWTF S S MTWTFS S MTWTF S 5 MTWTFS 5 MTWTFS
' T 2 123 458 T 2 3 T T 13 12 3 4567
34 56T 8B 78 9510111213 4 5 B 7T 8 810 45 6 7 8 010 B 91011121314
10111213 14 15 18 1415 1617 18 19 20 111213141516 17 111213 14151617 15 16 17 18 19 20 21
17 1819 20 21 22 23 21 22 23 24 25 26 27 1819 20 21 22 23 24 1819 20 21 22 23 24 22 23 24 25 26 27 28
24 25 26 27 28 20 30 2820 30 3 25 26 27 28 25 26 27 28 29 30 3 29 30
3
May 2007 Jun 2007 Jul 2007 Aug 2007 Sep 2007
EMTWTF S EMTWTFS EMTWTEFS S M TWTFS S M TWTFS
1. 2 0 40 (] 123 # 5 6 7 T2 3 4 1
6 7 8 8101112 34 56T 8 8 8 81011121314 5 6 7 & 91011 23 46 6 7 8
1314151617 1819 1011121314 15186 15 16 17 1819 20 21 121314151617 18 9101112131415
20 21 22 23 24 25 26 17 1819 20 21 22 23 22 23 24 25 26 27 28 1920 21 22 23 24 25 1617 1819 20 21 22
27 28 29 30 31 24 35 26 27 28 20 30 28 30 31 26 27 28 29 30 31 23 24 25 26 27 28 29
a0
0ct 2007 Now 2007 Dec 2007 Jan 2008
EMTWTFS EMTWTEFS EMTWTF S S M TWTF S
1723456 T 72 3 1 |
78 910111213 4 565 7 8 910 2345678 B 7 8 2101112
14151617 1819 20 1121314151617 9101112131415 1314161617 1819
21 22 23 24 25 26 27 1819 20 21 22 23 24 1617 1819 20 21 22 20 21 22 23 24 25 26
28 20 30 31 25 26 27 28 29 30 23[FA[FF 26 27 28 29 27 28 29 30 3

Figure 4-17
2. Click the Holiday icon and click the dates you want to set as holidays. For example,
e Dec 24, 2007 — Christmas Eve
e Dec 25, 2007 — Christmas Day
e Dec 31, 2007 — New Year’s Eve
e Jan 01, 2008 — New Year's Day

3. To delete the holiday, click the Non Holiday icon and click the date you want to delete.

Note: Holiday dates can cross over to the following year, and certain holiday dates change
from year-to-year. Administrators should review and update the holiday setting prior to the
beginning of a new year to ensure proper holiday coverage.
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4.5 Setting Access Groups

Access groups restrict which personnel can access which door, and at what time and day. To
be granted access to a secure door, a user must meet the criteria of the access group. The
user must be at a door that accepts the members of that access group during a weekly
schedule when access is granted.

This section uses an example to describe how to create an access group and assign the

criteria of the access group to a card. In this example, the FAE staff of day shift needs access
to the front and back doors during the day shift time.

1. On the menu bar, click Setup and select Access Groups. This dialog box appears.

Access Groups g|
.
Access Group Hame |FAE |
Default -
=|| Controller A_Reception
FAE
e [HEE. ehede- Dy S
Gate B Schedule- Day Shift
Controller B_Warehouse
Controller C_Lab
= DSP LPR D1
Lame 1 2d-hiour restricted
Data Group: Mo Groups w
Figure 4-18

2. Click the New button , and give a Name to the new access group.

For example, name the access group as FAE.
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8.

38

To define door access for the access group, click the drop-down list of each door and
select one of pre-defined Weekly Schedules.

For example, click the blue fields of Gate A and Gate B, and then select Schedule-Day
shift.

You can use the Data Group drop-down list to assign the access group to a data group or
select No Groups to disable the data group function. You can then allow or forbid a user
to read/write/execute the functions assigned under the data group. Refer to Adding a New
User in Chapter 7 for more details.

Click OK. The access group for the FAE staff has been created.

To assign the criteria of the access group to a single card, click Personnel on the menu
bar and select Cards. The Card List dialog box appears.

Double-click one listed card. This dialog box appears.

Edit the Card

Uszer:

Card Humber: Code Type:

X

Card Status: Active hd Card Type: Mormal b
Activation D ate: 10/27/2010 hd
[ Deactivation D ate:

Fin Code: (LT Frivilege: Ma Privilege w

Access Group: FAE w

Controller 2

=!| Controller 1
Gate & Schedule- Dy Shift
Gate B Schedule- Day Shift

D ata Group: Mo Groups v Ok l ’ Cancel

Figure 4-19

From the Access Group drop-down list, select one pre-defined access group, e.g. FAE.
The assigned Weekly Schedule will be displayed on the associated door’s field.
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4.6 Setting Users

This section describes how to create a database of user information, and assign cards to
users.

4.6.1 Adding a User

1. On the menu bar, click Personnel and select Users. The User List window appears.

2. Click the New button on the toolbar. This dialog box appears.

User Setup §|

General |Home | Business | User Define | Fingerprint | Scan

Firat Marme: Middle Mame; Last Mame;

Hombre Apelido

Dizplay: Employee |D:

Apelidn Nombre v | |121534587

Card List:

[032] 3469554359

*ehicle List:

[]5Send 5Ms

Data Group:

Mo Groups w

Figure 4-20

3. Type a name under Display, which is a required field. Other user information such as
Employee ID, Photo, Home information and Company information are optional entries.

4. You can use the Data Group drop-down list to assign the user to a data group or select
No Groups to disable the data group function. You can then allow or forbid a user to
read/write/execute the functions assigned under the data group. Refer to Adding a New
User in Chapter 7 for more details.

39



(: GeoUision

4.6.2 Assigning a Card to a User

There are two methods to assign a card to a user.

Note: At this step we assume that you have followed the instructions in 4.3 Setting Cards to
complete your card enrollment.

1. On the User Setup dialog box (Figure 4-20), click Add and double-click one listed card to
assign the card to the user.

2. On the Edit Card dialog box (Figure 4-19), click the Assign User icon and

double-click one listed user to assign the user to that card.

4.6.3 Sending SMS Alerts

If you want to send SMS alerts whenever the card(s) assigned to the user is presented to the
reader, select Send SMS in the User Setup dialog box.

Before sending the SMS, see 7.2.1 Setting SMS Server to configure the SMS server. For how
to set up SMS alerts, refer to the same settings “Send SMS Alert” at Step 3 in 7.2.3 Setting
Notification.

4.6.4 Customizing a Data Field

You can customize data fields for users. Up to ten data fields can be created for user data
entry.

When a custom data field is created, the field label will be displayed in the User Define tab on
the User Setup dialog box. The actual personal data for each user is entered in the User
Define tab.

To customize a data field:
1. On the menu bar, click Personnel and select User. The User List window appears.

2. Click the User Define Fields Setting button on the toolbar. The User Define Fields
Setting dialog box appears.
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3. Select one User Define field, and type the text to be displayed as the field label. In this
example, a Parking Space Number field was created.

User Define Fields Setting E|

|Jzer Define 01 |dser Define O6:

|F'arking Space Mumber | | |

szer Define 02: User Define 07

| | | |

|Jzer Define 03 |Jzer Define 08

| | | |

szer Define 04: User Define 09:

| | | |

Uszer Define 05 Usger Define 10

| | | |
[ ak l [ Catricel ]

Figure 4-21

To enter personal data:
1. Onthe menu bar, click Personnel and select User. The User List window appears.

2. Double-click one listed user to whom personal data should be entered. The User Setup
dialog box appears.

3. Click the User Define tab. The custom data field you have created now is displayed.

4. Click in the custom data field and enter the appropriate information. In this example, a
number is entered in the created Parking Space Number field:

r i

User Setup E|
General | Home | Business | Uszer Defing | Fingerprint || Scan
Jzern |.-’-‘n.-:|eline Tan | Emplayes 1D: I:I
Parking Space Mumber: Jzer Define O6:
Lot #32 v | |
Uzer Define 02: Uzer Define OF:
| v | v
Uzer Define 03: Uzer Define 0F:
| v | ¥
Figure 4-22
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4.6.5 Importing/Exporting User Data

From the User List window, you can import and export user data in mdb or xIs format. For this
function, please refer to 4.3.3 Importing / Exporting Card Data.
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Chapter 5 Video Integration

GeoVision IP devices and certain third-party IP cameras can be connected to the
GV-ASManager through the network. Live video can then be accessed for monitoring and
surveillance purposes.

The GV-ASManager provides the following video features:
e Liveview
¢ Video playback

e Monitor up to 16 cameras at one time

Note:

1. GeoVision IP devices include GV-System, GV-NVR, GV-Video Server, GV-Compact
DVR and GV-IP Camera. For compatible third-party IP cameras, see Appendix A.

2. To connect third-party IP cameras to GV-ASManager V2.3 and earlier versions, a NVR
Dongle is required.

3. The GV-ASManager only supports GV-System of version 8.120 or later.
4. GV-Fisheye IP Camera is currently not supported on GV-ASManager.

Hint: In the following sections the term “DVR” refers to GV-System and GV-NVR, the term
“Video Server” refers to GV-Video Server, and the term “Compact DVR” refers to
GV-Compact DVR.

5.1 Mapping Cameras

If you want to map a camera from the DVR to a door, the DVR must be enabled for video
access ahead:

o Enable Control Center Server (CCS)

To map cameras to a door:
1. On the menu bar, click Setup and select Device. The Controller List dialog box appears.

2. Double-click one listed controller. The Controller Setup dialog box appears.
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3. Click one Door tab. This dialog box appears.

Controller Setup

GenelaISetup| Gate 1 |Gate2 Gate 3| Gate 4

B

Fire Action

Reader's Keypad

[JAuta Check Qut

[JAccess Denied

Sec(~10)

Alarm Cantinuous Time :

General
Set Door Info
MName: |Door1 |
Password : jsees | 4-8 digits(0~9)
Lock Reset Time : [ Sec(]~255)

L5} {Handicap Card)
Held Cpen Time : 10 Sec(f-~0309)

10 {Handicap Card)

Anti-Passhack

Entrance [JLacal Anti-Passhack
[¥] Exit [ Glabe Anti-Passhack
GeoFinger Two-Person Rule
Entrance [JEntrance
[ Exit [ Exit
[ Time Clock [ authertication Schedule |

Alarm Event Camera Mapping
Held O
EF;rcedpg;en [¥] Set Camera Mapping
] Tamper First Camera:
i i |Demo Gvcez200192 168.2.176), |[B]

Second Camera :
|GY-FE420(192.165.3.171), DVR- |

I Ok ] [ Cancel

Figure 5-1

4. In the Camera Mapping section, select Set Camera Mapping and click the first Arrow
button. This dialog box appears.

DVR List

’Search] ’ Add ] ’Modif_l,l] ’Hemove]

Carnera 1
Camera 2

Carera 3

Camera 4

Camera 5

Camera &

Carera 7

Camera 8

Carera 9

Camera 10

Carnera 11

Camera 12 B
Carnera 13

Camera 14

Lok JI

Cancel

Figure 5-2
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5. To connect one IP device to the GV-ASManager, use one of these ways:
e Click Add, select the type of the IP device, and enter its IP address and login
information.
e Click Search to detect all GeoVision IP devices on the same LAN. After the found IP
device is added, you must click the Modify button to enter its login ID and password.
6. Expand the Host folder listed in the DVR List dialog box (Figure 5-2), select one camera
and click OK. The mapped Host Name and Camera are displayed on the Controller
Setup dialog box.
7. To map the second camera to the door, click the second Arrow button, and follow Steps
5 and 6 to add another camera.
8. Click OK and return to the main screen.
9. Click the specific door on the Device View window. The associated live view is displayed
on the Live Video window.
Tip:
1. You can modify the host or camera name in the DVR List dialog box (Figure 5-2) by
clicking the listed name directly.
2. GV-ASManager is compatible with third-party IP devices using RTSP, ONVIF and PSIA

protocols. To connect through RTSP, ONVIF and PSIA protocols, click the Add button,
select Add IPCam Mapping and select Protocol in the Brand drop-down list to choose
the type of protocol. For the RTSP commands, refer to the third-party IP camera’s user
manual.

5.2 Accessing a Live View

After mapping cameras to doors, use one of the following methods to access a live view on

the

Live Video window:

On the Device View window, click the desired door. Its associated live view will appear.

On the Camera List window, click the desired camera. Its associated live view will
appear.

On the Alarm Monitor and Access Monitor windows, click the desired event. Its
associated live view will appear.

To access live views from multiple IP devices, see 5.4 The Multiview Window below.
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5.2.1 Live Video Window

|

—E T E— 00
B 000 . 0 0 O aaae

~
v

Figure 5-3

The controls on the Live Video window:

No. | Name Function
] Switches between two cameras when you have mapped two

1 | Camera List
cameras to the selected door.

2 | Best Fit Rescales the image to fit any resized window.

3 | Actual Size Displays the image in its original size.

4 | Zoom Zooms in or out the image.
Displays a thumbnail view (No. 6). When the image size is

5 | Thumbnail larger than the Live Video window, drag the box in the
thumbnail view to have a close look at the image.

6 | Thumbnail View See the description in No. 5.
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5.3 Accessing a Video Image

You can access the video image captured after the access and alarm triggered event.

e On the Access Monitor or Alarm Monitor window, double-click the desired event to
display the image. Or, right-click the desired event and select Show Image to display the
image. Notice if there is no image retrievable, the option will be grayed out.

5.4 The MultiView Window

The MultiView window provides a quick view of up to sixteen preset cameras on one screen.
These cameras can be a mix of cameras from several IP devices.

To open and use MultiView:

1. Onthe menu bar, click View and select MultiView. The MultiView window appears,
similar to Figure 5-4.

2. Drag the desired camera from the Camera List window, and drop it to the required frame
on MultiView.

The video generated by the camera appears in this frame. If a different camera view already
exists in this frame, the new video takes its place.

2 3 4 5 617

Multiview

30 |1, v | 4P P3| Office || EE

1. Door AlController 1] 2. Door AlController 1] 3. Door AlController 2geovision)

320x240 | 480x360 | 6405460 |
| |

o

Figure 5-4
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The controls on the MultiView window:

No. | Name Function

The frame displays live video from the assigned camera. The

1 | Frame camera number and name, controller ID and name will be
displayed in the upper left corner.
Click this option to have a dynamic 3D live view. In the 3D live
view:
e Double-click one camera view to switch between 3D

2 | 3D mode and thumbnails. Then right-click the 3D image to

have different 3D effects.
o Double-click one camera view in thumbnails to change
different divisions (4, 9 and 16 divisions).
) Select the desired camera. The selected camera will be

3 | Camera List ) ]
displayed with mouse focus.

4 | Previous / Next Page Go to the previous or next page of camera views.

o Select an existing Matrix View (a group of views) from the

5 | Matrix View . . . -
drop-down list. For details, see 5.4.1 Adding a Matrix View.

6 | Add Matrix Add a Matrix View.

7 | Delete Matrix Delete a Matrix View.
Select the image resolution. Double-click one camera view to

8 | Resolution rescale the image to fit the MultiView window or restore to its

set resolution.

Note: It is possible to drag the MultiView window out of the main screen and even drag the
window to place at the second computer monitor.
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5.4.1 Adding a Matrix View

A Matrix View, or a group of views, is a programmed arrangement of frames in the MultiView
window that can present up to sixteen different camera views. Multiple Matrix Views can be

added as required.

1. Inthe Matrix View drop-down list (No. 5, Figure 5-4), enter a name for the Matrix View.
2. Click the Add Matrix button. The Matrix View name is created.

3. Drag the desired camera from the Camera List window to an available frame in the
window. The video associated with the camera is displayed in the frame.

4. You can repeat Steps 1-3 to add more than one Matrix View. And use the drop-down list

to change to a different Matrix View.
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5.5 Retrieving Recorded Video

Recorded video can be reviewed by retrieving the video from the DVR (GV-System /
GV-NVR) and playing it back. Before you can review video recorded on the DVR, the
following function must be enabled to allow remote access:

o DVR: Enable Remote ViewLog Service on Control Center Server

To play back video:

. On the Access Monitor or Alarm Monitor window, click the desired event. If recorded
video exits, the Playback window will be enabled. Click the Play button to play the video

Playback -
| 1:-152.168.0.8 - FD320D - |

clip.

BI30/2011 17:26:01 623

Figure 5-5

Playback scrol Move to prev 1 min

Move to prev 5 min

e ———————————————————————————

8302011 17:26:01623 )

Pause | Home |Forward
Play Stop Backward End Move to next 1 mir

Move to next 5 min

Figure 5-6
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Right-click the window to have the following features:

Play Mode Includes these options:

¢ Frame by Frame: Plays back video frame by frame.

o Real Time: Plays back video on real time. This mode saves waiting
time for rendering, but drop frames to give the appearance of real-time
playback.

e Auto Play Next 5 Minutes: Plays back video up to 5 minutes.

e Audio: Turns on or off the video sound.

Render Includes these options:

o Deinterlace: Converts the interlaced video into non-interlaced video.

e Scaling: Smoothens mosaic squares when enlarging a playback
video.

o Deblocking: Removes the block-like artifacts from low-quality and
highly compressed video.

e Defog: Enhances image visibility.

e Stabilizer: Reduces camera shake.

o Text overlay’s camera name and time: Overlays camera name and
time onto the video.

o Text overlay's POS/GV-Wiegand: Overlays POS or GV-Wiegand
Capture data onto the video.

e Full Screen: Switches to the full screen view.

Tools e Snapshot: Saves a video image.

Save as AVI: Saves a video as avi format.

Download: Downloads the video clip from a GeoVision IP device to
the local computer.
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Chapter 6 Anti-Passback

The Anti-Passback is used to ensure one-card and one-way access into and then out of a

controlled area. This function prevents users from passing their cards back to a second

person to gain entry into the same controlled area. Depending on the number of controllers
and communication link, there are three types of Anti-Passback operations: Anti-Passback,

Local Anti-Passback and Global Anti-Passback.

Anti-Passback is performed only on one controller, while Local Anti-Passback and Global

Anti-Passback can be performed on multiple controllers. Anti-Passback is performed through
either RS-485 or TCP/IP connection, while Local Anti-Passback and Global Anti-Passback

are performed only through TCP/IP connection. The following table lists the supported

operations among GV-AS Controllers.

Model Anti-Passback | Local Anti-Passback Global Anti-Passback

GV-AS100 | Yes Yes (GV-ASBox or Yes (GV-ASBox or
GV-ASNet required) GV-ASNet required)

GV-AS110 | Yes Yes (GV-ASBox or Yes (GV-ASBox or
GV-ASNet required) GV-ASNet required)

GV-AS120 | Yes Yes (GV-ASBox or Yes (GV-ASBox or
GV-ASNet required) GV-ASNet required)

GV-AS210 | Yes Yes Yes

GV-AS400 | Yes Yes Yes

GV-AS810 | Yes Yes Yes
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n Anti-Passback

Anti-Passback is used on one controller only. For this application, select Local
Anti-Passback at the Gate tab of the Controller Setup dialog box (Figure 4-3).

General Setup | Gate 1

General
[¥] et Door Info
Mame:

Fassword

Lack Reset Time :

Held Open Time :

Fire Action

Reader's Keypad

Gate 2 | Gate 3| Gate 4

Gate &

]
5

1a
1a

Unchange

4-8 digits(0~H)
Sec{l~2558)
{Handicap Card)
Sec(5~3999)
(Handicap Card)

W

Anti-Passhack

[#] Entrance I [«] Local Anti-Passhack
[v] Exit [I=lobe Anti-Passhack
Figure 6-1

To reset Anti-Passback on GV-ASManager or GV-ASRemote, right-click the Host or
Controller icon on the Device View window (Figure 3-3) and select Reset Anti-Passback.
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6.2 Local Anti-Passback

Local Anti-Passback is used on multiple controllers which are associated with network
connections. Before you start, the following conditions must be true:

e The communication mode between GV-ASManager and GV-AS Controller is Ethernet.

¢ LAN environment is applied.

Here we use three GV-AS400 Controllers as example to explain how to combine three
controllers together to operate the Anti-Passback (APB) function. Since Anti-Passback is
performed in a network connection, every controller has a unique IP address. When three
controllers are connected for Anti-Passback, an APB IP address is then applied for
interaction.

For example, Controller No. 1, No. 2 and No. 3 are combined in sequence, as illustrated
below. APB IP is the IP address of the associated controller.

IP of Controller No. 1 is 192.168.0.11; APB IP of Controller No. 1 is IP of Controller No. 2.
IP of Controller No. 2 is 192.168.0.12; APB IP of Controller No. 2 is IP of Controller No. 3.
IP of Controller No. 3 is 192.168.0.13; APB IP of Controller No. 3 is IP of Controller No. 1.

Controller No. 1
IP:192.168.0.11
APB 1P:192.168.0.12

Controller No. 2
IP:192.168.0.12

IAPB 1P:192.168.0.13
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n Anti-Passback

To configure Anti-Passback for the three GV-AS400 Controllers:

1. Access the AS400 Setting page of the Controller No. 1 Web interface. In the
Anti-Passback section, select Enable and enter Info IP that is the IP address of
Controller No. 2, e.g. 192.168.0.12.

Advance Setting

|- Function Setting | Function Door Control ||

+ Parameter Setting Authentication Mode Authentication Schedule Mode ||

+ Time Setting Door/Gate D

+ Input Setting

« Output Setting Function Door Control ||
« Wiegand Setting Authentication Mode Authentication Schedule Mode |v|
SLLLIENT T Anti-Passback
+ Extend Reader
« Extend IO Enable/Disable Enable |v
Infe IP 192 | 168 || 0 || 12
[Submit ]| Cancel |
Figure 6-2

2. Access the AS400 Setting page of the Controller No. 2 Web interface. In the
Anti-Passback section, select Enable and enter Info IP that is the IP address of
Controller No. 3, e.g. 192.168.0.13.

3. Access the AS400 Setting page of the Controller No. 3 Web interface. In the
Anti-Passback section, select Enable and enter Info IP that is the IP address of
Controller No. 1, e.g. 192.168.0.11.

4. On the ASManager, select Local Anti-Passback (Figure 6-1) to start the function.

To reset Anti-Passback on GV-ASManager or GV-ASRemote, right-click the Host or
Controller icon on the Device View window (Figure 3-3) and select Reset Anti-Passback.
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6.3 Global Anti-Passback

Global Anti-Passback can not only prevent the use of a card to gain successive entries, but

track the user around the site.

The diagram below shows a typical site controlled by access control. The following sections
will guide you through the steps you would need to go through to configure this site for Global
Anti-Passback.

Reader A Reader C
(Entry) (Entry)
[l RECEPTION O FACTORY
Gate A ; Gate B z Reader G
(Entry)
[ Reader B 1 Reader D
OUTSIDE (Exit) (Exit) Gate D \
1 Reader H
Reader E SALES (Exit)
(Exit)
MEETING H
ROOM Gate C
Reader F
(Entry)
Figure 6-3

6.3.1 Step 1: Enabling Global Anti-Passback

Select Global Anti-Passback at each Gate tab of the Controller Setup dialog box (Figure
4-3).
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6.3.2 Step 2: Configuring Areas

This step is to define the Entry and Exit areas for each door/gate and name the areas
properly.

e Onthe menu bar, click Setup and select Areas. This dialog box appears.

Area Settings E|
& | o Door:
Area = & TESTHES Ertter To:
B8 Global Area & £ Conlroller 1 Reception 2
@ Reception O R
@ tMeeting Room O GateE Euit Tar
@Sales O GaeC -
B Outside O GaeD Outside v
@ Factory
Figure 6-4

Enter to is the area where you enter by accessing the Entry reader. Exit to is the area where
you exit to by accessing the Exit reader. In this case, we set up like this:

Gate A: Enter to Reception; Exit to Outside

Gate B: Enter to Sales; Exit to Reception

Gate C: Enter to Meeting Room; Exit to Sales

Gate D: Enter to Factory; Exit to Sales

6.3.3 Step 3: Configuring Readers

This step is to define the Entry and Exit readers for each door/gate. The reader definition tells
the GV-ASManager which reader controls the access across the area boundaries.

When users access unauthorized readers, the message Access Denied: APB (Wrong Area)
will be displayed and the door will remain locked. When users access the same reader
successively, the message Access Denied: APB (Double Entry) will be displayed and the
door will remain locked.
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To define readers, you can use GV-ASKeypad or the Web interface of the GV-AS Controller.
Here we use the GV-AS400 Web interface as example to define Wiegand readers. For this
case, Wiegand reader A (Entry) goes from Outside to Reception, Wiegand reader B (Exit)
goes from Reception to Outside and etc.

Py AS400 Wiegand Configuration
(® GeoUision:

Wiegand Function
Basic Setting Wiegand A DoorGate & Entry %
s+ Network Setting
« Other Setting Wiegand B DoorfGate A Exit |+
il UL Wiegand C Door/Gate B Entry v

s+ Account Setting
Advance Setting Wiegand D Door/Gate B Exit v
s+ Function Setting

« Parameter Setting Wiegand E Door/Gate C Entry v
s  Time Setti

ime Setting Wiegand F Door/Gate C Exit |+
s Input Setting
» Output Setting Wiegand G DooriGate D Entry +
+ Wiegand Setting
Extend Device Wiegand H Door/Gate D Exit v
s Extend Reader
| ereniio

Figure 6-5

6.3.4 Step 4: Configuring Door Contacts

This step is to define the door contact sensor for each door/gate. When the door contact
sensor is triggered and the door is unlocked, the GV-ASManager can tell the location of the
user based on your area definition at Step 2.

To define door contact sensors, you need to use the Web interface of GV-AS Controller. In
this example of GV-AS400 Web interface, Input 01 is used as Door Contact of Door A, Input
02 is used as Door Contact of Door B and etc.

‘® s AS400 Input Configuration
(2 GeoVision:
Input Function
Basic Setting Input 01 Door A v Door Contact »
» Network Setting Input 02 Door B v Door Contact
+ Other Setting Input 03 Door C v Door Contact %
« Firmware Update Input 04 Door D v Door Contact |+
+ Account Setting Input 05 Mormal Input Latch Disable
Advance Setting Input 06 Mormal Input Latch Disable
+ Function Setting Input 07 Mormal Input Latch Disable
Figure 6-6
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6.3.5 Step 5: Locating Users

To locate a user, select Monitoring on the menu bar and select New Locate Person.
When the Exit or Entry reader is triggered, the GV-ASManager can tell if users follow

Anti-Passback rules and then grand or deny access. When the door contact sensor is
triggered, the GV-ASManager can tell the location of the user.

fim Locate People r._| ['E| g|
Cardhalders Location Cardholder; jovce
‘Eﬂ TESTES (1) - Message Cardholder ~
loyce Reception éjnccess Granted joyce
J{"Access Granted joyce
@ Access Denied: APE {Double Entry) jovee
HTj‘.ﬂ.ccess Granted jovce
HP".ﬁtccess Granted jovce
%,"nccess Granted joyce
..‘("Access Granted joyce
@ Access Denied: APE (Wrong Area) joyee
w
< >
Cards | Cardholders
Figure 6-7

To reset Anti-Passback on GV-ASManager or GV-ASRemote, right-click the Host or
Controller icon on the Device View window (Figure 3-3) and select Reset Anti-Passback.
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Chapter 7 Other Functions

7.1 System User Setup

A system user is a person using the GV-ASManager to monitor door controllers, enroll users
or program the system. Using this function, the system supervisor can create new system
users with different access rights. Up to 1,000 user accounts can be created.

7.1.1 Adding a New User

1. On the menu bar, click Tools and select Operators. This dialog box appears.

ASManager [zl

& fGuest
= é} User Password: | LTI |
é China user
é Taipei user
é USa user

10: | China user |

Level: | User |

é} Supervisor Database Tool ATWED WMWeD TAWeh
ASManager ASRemote

Setup
[¥]Person Data
[¥]5ystem Settings
[¥]Door Cperations
[(15top Alarm
[¥]Clear Events
[#]Manitar

[¥]Live videa
[w]Playback
Server Start/Stop

Drata Group
Taipei branch data gr

China branch
USA branch
Drata Group 4

o
b
w
o
T
m
5
]
A
=)
T
>

Data Group 5
Drata Group &

TR

Data Group 7
< | ¥

Figure 7-1
2. Click the New button at the top left corner. This dialog box appears.

Add Account

!

Password Confirmation:
Ok ] [ Cancel ]
Figure 7-2
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Type the user’s ID and Password. Re-enter the same password in the Password
Confirmation field.

Give a Hint (optional) that would remind you of the password.

Set the user’s authorization level to Supervisor or User. By default, users belonging to
the Supervisor level have full rights and permissions to system settings. Users belonging
to the User level are restricted from all system settings, and have only limited access to
certain functions.

Click OK to add the user.

Click the tab ASManager, ASRemote, ASWeb, Database Tool, VMWeb or TAWeb in
the middle of the window. Select the functions to grant access to the system user.

In the Data Group section, you can optionally select a data group and specify whether
the user account will be able to read, write and execute the functions assigned under the
data group. A data group may include controllers, cards, users, access groups, time
zones and weekly schedules. Up to 32 data groups can be created. You can click the
name of the data group to type a different name.

m  Read: Privilege to view settings.

m  Write: Privilege to view and change settings. When Write is selected, Read will
automatically be selected.

m  Execute: Privilege to open door, close door and turn off alarm.

For example, if you select Data Group 4 and only select Write, the user will be able to
view and change only the settings of the controllers, cards, users, access groups, time
zones and weekly schedules assigned under Data Group 4.
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7.1.2 Editing an Exiting User

Only supervisors are allowed to edit the information of a system user.

1. Select a user from the user list to display its properties. Or, right-click on a user level
(User or Supervisaor), and then select Find Specific Account for a quick search. A valid

password is required to edit a supervisor.

2. Edit the properties as required. Check the Account Is Disabled option if you wish to

disable this user.
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7.2 Notification Setup

When alarm conditions occur the system can automatically send SMS alerts and e-mail alerts
to one or multiple recipients, as well as activating computer alarm.

7.2.1 Setting SMS Server

Before you can send out SMS alerts, you should configure the SMS server.

1. Onthe menu bar, click Tools and select SMS Server Settings. This dialog box appears.

Short Message Service Configuration g|
SMS Server
P Address: 127.0.0.1 Part: G256

[[1 Send more than one sme if content is too long.

Login

Username: 1

Pazzword: .
Default Makile Phane
LCountry Code: tobile:

[#]1. |aas 0939234691

[w]2 |a@6 09332346597

[v]3 |=86 0939234693

I ak. ] [ Cancel
Figure 7-3

2. Type the IP address of the SMS server, its login username and password. Then assign
up to three mobile numbers, including country code, which SMS alerts should be sent to.
Click OK.

3. To enable the SMS connection, click Tools on the menu bar and select Connect to SMS
Server.

Note: For ASCII encoding (English language), SMS text messages are limited to 160
characters; for Unicode encoding (other languages), SMS text messages are limited to 70
characters. If you want to send longer text messages, select Send more than one sms if
content is too long. The long messages will be split up to 9 segments and go out as multiple
SMS messages.

63



Q GeoUision

7.2.2 Setting E-Mail Server

Before you can send out e-mail alerts, you should configure the e-mail server.

1. Onthe menu bar, click Tools and select Email Server Settings. This dialog box

appears.
Mail Configuration g]

Sender

Mame: joyce

E-Mail Address: fae@geovision. com b

Authentication: Maone £

tail Server

Host Mame / Address: | 980vision.com.bw

Cormmand Part: 25 []ssL

Misc

Meszage Priorty: Naone b

Test

Sendte; | fack@geovision.com.tw

Figure 7-4

2. Set up the following options:
m  Name: Type the sender’s name.
m  E-Mail Address: Type the sender’s e-mail address.

m  Authentication: If your mail server requires authentication for sending e-mails,
select one type of authentication, and type the valid username and password.

m  Host Name/Address: Type the name of the mail server.

m  Command Port: Keep the default port 25, or modify it to match that of the mail
server.

m  SSL: Enable the Secure Sockets Layer (SSL) protocol to ensure the security and
privacy of Internet connection. When the option is enabled, the Command Port is
changed to 465.

m  Message Priority: Assign the message a priority so the recipient knows to either look
at it right away (high priority) or read it when time permits (low priority). A high priority
message has an exclamation point next to it. Low priority is indicated by a down

arrow.

m  Send to: Type a valid e-mail address and click the Test button to check if the server
setup is correctly configured.
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7.2.3 Setting Notification

1. Onthe menu bar, click Tools and select Notifications. This dialog box appears.

Notification Setting

Access | Event

T &)l Doors Access Denied: Card Expired

Access Denied: Invalid Card Controller Door

Access Denied: Card Suspended i3 @[ES[SP 4l Contiolers  All Doors A

#iccess Denied: Wiong PIN 5

Access Denied: Card Expired jter] b B

Access Denied: Invalid Schedule
#Access Denied: Wrong Door
Access Denied: APB (Double Entry]
Access Denied: APB (Double Exi]
Duress FIN Active

Access Denisd: Unknown Card
Access Denied: APB (No Exi]
Access Denied: Invalid Start Date

[[] Send E-Mail Alert
[[]5end SMS Alert

Tiigger Recording

Access Denisd: Previous Door Stil Open (Interlack] 5 Second(s)
Access Granted: Spstem Dizamed
] P Live Wids
Acoess Denied: During Foroe Lock Localy R
a Second(s]

Aceess Denied: During Foree Lock Remotely
Access Denied: During Fire Lock.
Access Denied: Spstem |s Armed

Trigger Preset - Camera 1

: FresetID b
Access Denied: Vehicls |s Absent
Reset APB Trigger Preget - Camera 2
Tuwo-Person Rlule - Inactive ProsatID I1 ¥,

Twao-Person Ruls - Active
Two-Person Rule - Confim

Server Configuration

[B weizeva | [ M5 e

&ccess Denied: Card Expired

ok [ cancel | [ apeb |

Figure 7-5

2. Use the Access and Event tabs to select a desired event for configuring alert methods.

3. Define the following alert approaches:

Invoke Alarm: Enable the computer alarm when the selected event occurs.

Send E-Mail Alert: When you select this option, an e-mail will pop up. Enter the
recipient’s e-mail address and alert subject. Then you can enter your own content, or
use the buttons on the text window to send out the programmed information
automatically.

For example, if you click the o button, the sent SMS alert will include the controller
information. For details see C. E-Mail and SMS Alert Symbols in Appendix.

Send SMS Alert: When you select this option, a dialog box will pop up. Ensure the
preset mobile number(s). Select Text Code Type. Then type your messages;
otherwise click the buttons on the text window to send out the programmed
information automatically. See the above example in “Send E-Mail Alert”.

Trigger Recording: Enable recording of DVR, Video Server or Compact DVR when
the selected event occurs. You can specify the recording time between 1 and 300
seconds. For the function to work, you must activate monitoring on these IP devices
ahead.

65



Q GeoUision

m  Popup Live View: An associated live view will pop up for alert when the selected
event occurs. You can specify the duration of the live view remains on the screen
between 1 and 300 seconds.

m  Trigger Preset: Direct the camera(s) to a preset point when the selected event

OCcurs.

4. To define more than one event with the same alert configuration, first right-click the
previously defined event on the list and select Copy to save its settings. Then use Ctrl +
left click or Shift + left click to select several events. Right-click the selected events and
select Paste to have the same settings.

Note: For text code type, select ASCII for English that is limited to 160 characters and select
Unicode for text of other languages that is limited to 70 characters.
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7.3 Startup and Backup Setup

You can select which server should be enabled upon Windows or GV-ASManager startup.

You can also specify a path for the Auto Backup function to automatically save another copy
of log and image files. The Auto Backup function performs backup at 24:00 A.M every day.
By default, the log and image files are saved at C:\Access Control\ASManager\ASBackup.

e To access these functions, click Tools on the menu bar and select Option.

Options P§|

Fiur at Startup
Auta Backup
D:hdccess Controlh Sk anagerbSB ackuph C]
Ak Startup
[ ] Remate Manitor Server
Yweb Server
[ ] Connect to 55 Server

[ ak. l [ Canicel

Figure 7-6

Note: To back up the Configuration files, see 12.3 Other Database Settings.
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7.4 Setting Up GV-GF Fingerprint Readers

GV-ASManager can enroll users’ fingerprints to GV-ASManager using GV-GF1901 / 1911
and upload the fingerprint data to the GV-GF Fingerprint Readers (GV-GF1901 / 1902 /
1911/ 1912) installed on GV-AS Controllers. To gain access, the user s fingerprint must
match the enrolled fingerprint.

Note: GV-GF1911 /1912 is only supported in GV-ASManager 4.0 or later.

7.4.1 Enrolling Fingerprints

To enroll fingerprint data, you need to connect GV-GF1901 / 1911 to the computer running
GV-ASManager through RS-485 connection. To establish RS-485 connection to the
computer, a RS-485 to RS-232 converter, such as GV-COM, GV-Hub or GV-NET/IO Card, is
required.

RS-485

GV-GF 1901/ 191° GV-HUB / GV-COM / GV-ASManager
GV-NET/IO Card V3.1

Figure 7-7

Note:

1. Fingerprint enroliment does not support Wiegand connection.

2. If your GV-AS Controller is not equipped with any card readers, it is still required to enroll
cards because each fingerprint needs to go along with a card number. In this case, you
can create virtual card numbers to represent the enrolled fingerprints.
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To enroll fingerprints:

Before you start, you have to complete the card and user enrollments. See 4.3 Setting Cards
and 4.6 Setting User.

1.
2.
3.

10.

On the menu bar, click Personnel and select Users. The User List window appears.
Double-click one user listed in the window. The User Setup dialog box appears.

Click the Fingerprint tab. This dialog box appears.

User Setup g|

Gereral | Home | Business | User Define | Fingerprint | Scan

GeoFinger Setting

COM Part: Device |D:

Anti-duress: N
Left hand: Right hand:

Thumb:
[032] 2047333307 v

Thumb:
[032] 2047333307 v

Forefinger: Forefinger:

[032] 2047333307 v [032] 2047333307 v
Middle finger: Middle finger:
— Ring finger: — Ring finger:
— Little finger: — Little finger:
I oK l ’ Cancel
Figure 7-8

Click the Search button to detect the GV-GF Fingerprint Reader connected.

In the Left Hand and Right Hand sections, click any finger square to enroll the
fingerprint.

Place the specific finger on the GV-GF Fingerprint Reader. It is required to register the
same fingerprint twice to complete the enroliment. All ten fingerprints of a cardholder
can be enrolled.

Use the drop-down list to assign a card to the fingerprint.

To delete the enrolled fingerprint, place the mouse pointer on the desired fingerprint
image. The & button appears. Click the button to delete the fingerprint.

For the Anti-duress function, select a fingerprint from the Anti-duress drop-down list.
When the user is forced to open the door under threat, he can present the designated
finger to activate an alarm and send a warning signal to the GV-ASManager.

Click OK to apply the settings.
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Note: After fingerprint data is enrolled, you can export the User data with the users’
fingerprint data and then import the data to another GV-ASManager. Refer to 4.3.3
Importing / Exporting Card Data for similar settings.

7.4.2 Uploading Fingerprint Data to GV-GF Fingerprint Reader
There are two ways to upload fingerprint data from GV-ASManager to GV-GF Fingerprint

Readers.

For GV-GF1901 / 1902, data is first sent to the GV-AS Controller through network connection
and then sent to GV-GF1901 / 1902 through RS485.

TCPIIP " RS-485

GV-ASManager GV-ASController GV-GF1901 / 1902

Figure 7-9

For GV-GF1911 /1912, data can be sent directly from GV-ASManager through TCP / IP.

TCPI/IP
GV-ASManager GV-ASController GV-GF1911 /1912
Figure 7-10
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To upload data from GV-ASManager to GV-GF1911 / 1912, follow the instruction below from
step 1. For GV-GF1901 / 1902, skip to step 4.

A. Connect GV-ASManager and GV-GF Fingerprint Reader (GV-GF1911 /1912 only):

1. On the menu bar of GV-ASManager, click Setup and select Device.

2. Double-click a controller and select a Gate tab. This dialog box appears.

Controller Setup

General

Set Doar Info
M arme:

FPazzword :

Lock Rezet Time :

Held Open Tine :

Fire Action :

Reader'z Keypad

General Setup | Gate 1 | Gate 2| Gate 3 || Gate 4

Door 1

sene 48 digits(0~9]
5 Sec(17255)

5 [Handicap Card)
10 Sec(5™3339)

10 [Handicap Card)
Unchange w

Anti-Pazzback

[ Fire &larm

[] &ceess Denied
Alarm Continuous Time :

i Sec(1~10]

Entrance [] Local Anti-Passhack

Exit [] Globe Anti-Passhack
GeoFinger Two-Perzon Rule

Entrance 192168.0.12 []Entrance

Exit aqv-0123456789 [JExit
(] Time Clack [ Authentication Schedule
[ ] &uto Check Out
Alarm Event Camera b apping

First Camera:

Second Cannera

E =

I QK. l [ Cancel

X

Figure 7-11

3. Under GeoFinger, select Entrance or Exit and type the IP address of the GV-GF1911 /
1912 or type gv- and the 10-digit XID code found on the back of the reader. For example:

GV-0123456789.
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B. Define the Reader on the Controller Web Interface

4. Ensure the GV-GF Fingerprint Reader has been set up on the GV-AS Controller. When
the GV-GF Fingerprint Reader is detected on the GV-AS Controller, a green mark should
appear in the Setting Status field on the GV-AS Controller's Web interface. See GV-AS
Controller Installation Guide.

AS400 Extend Reader Configuration
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GV-Reader Function

Basic Setting Reader Function Setting Status
» Network Setting =] GV-Reader ID 0 No Function -
» Other Setting = GVY-Reader ID 1 No Function -
+ Firmware Update [[1  GV-ReaderID2 No Function -
+ Account Setting [ GV-ReaderID 3 No Function -
Advance Setting 1 GV-ReaderID 4 No Function -
« Function Setting Fl  GV-ReaderID5 No Function =
SR SISme S S siting [1  GV-ReaderID6 No Function S
+ Time Setting | GV-ReaderD7 No Function =

+ Input Setting

« Output Setting GeoFinger Function

+ Wiegand Setting Serial Number Function Setting Status
Extend Device 2480000002 Door/Gate A Entry = E
+ Extend Reader B No Function -
« Extend IO ] Mo Function -

@] Mo Function i

] Mo Function o

] No Function -

B No Function -

(] No Function -

Figure 7-12

C. Select and Upload Fingerprint Data on GV-ASManager to Reader

5. Onthe menu bar of GV-ASManager, click Setup and select Fingerprint Access. This
dialog box appears.

e —
B ' Fingerprint Access A l' | B ||
-] Controllerd || Cardholder Fingerprint Card Number Cardh...  Fingerprint Card Number  Ca... *
- [ll 9 015-01 Trading F|E| EIDilys... [L] Thumb nmmn n
= 3 gﬁg; if' ver Roy EIVT.. [UForefinger 3093696133 32
TRy :”EEJE EAnd.. [LForefinger 1960448855 32
-, vieeting ..
a ;Dnm”am 8 BJohn... [R]Forefinger 2070242693 32
7 10 D16-57 VIP Con E’Iren‘.. [L] Forefinger 3103362693 32
[ 10 D16-46 Door Le Ellydi.. [R]Forefinger 3082653317 32
’ EJEric... [L] Thumb 3150286469 32
--[J 10 D16-45 Door Le o Ad
S5 Contraller 12 > o B Jesli... [L] Forefinger 3171700357 32
Jom v EJo Jo... [R] Thumb 208007413 32
i Taipei EIZhe.. [R]Forefinger 3179826821 32 |
ﬁ Irvine oot EI5hil... [L] Forefinger 2953203333 32
ﬁ Tokyo E’Adel‘.. [L] Forefinger 3138621061 32
EI5hiel... [L] Thumb 41242500 32
EIKelly... [L]Forefinger 3071512197 32
y. |
EJDot.. [L] Thumb 2006062011 32
EIDot.. [L]Forefinger 2050420883 32
9
" Creringer
Elah..  [L]Forefing 45203131 32
ng... Oreringer
EJAng... [L] Forefing 044138427 2
4 M 3 %!Zap‘.. [R] Forefinger 2061882299 32 =
Total Fingerprints: 0 Total Fingerprints: 431

Figure 7-13
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6. To upload the fingerprints to a door or a controller, select the desired Door/Gate or
controller in the top-left panel. If you have assigned multiple controllers to a door group,
select the desired door group in the bottom-left panel. Refer to Uploading Fingerprints to
Controllers Using Door Groups later in this chapter to see how to set up door groups.

7. Select the desired fingerprint data on the right side. The Add button becomes available.

8. Click the Add button to upload the selected fingerprint data to the selected Door/Gate or
door group. When the uploading is complete, check marks will appear in the In (Enter) or
Out (Exit) columns. The resulting window after uploading may look like this:

8" Fingerprint Access l E] |
E‘ﬂ Contraoller 8 * || Cardh... Fingerpr.. CardN.. C.. In Out Cardh...  Fingerprint Card ... | Cal*
ot... U, - - ilys... um
=ip [L]1Th 200606 2 @ @ @Dly [L] Thumb 31033.. 32
@Dily... L Thu., 222222.. 2 ©@ @ EIvT... [L] Forefinger 30826.. 32
Elpot.. [L]Foref.. 205042.. 32 @ © Eland... [L] Forefinger 31502.. 32
EIKell.. [L]Foref.. 307151. 22 © @ Ellohn... [R]Forefinger 31717.. 32
[ Controller10 - -
10 D16-57 VIP Con @An... [L] Foref... 196044.. 32 e © @Iren... [L] Forefinger 29809.. 32
(. A0 PHE AE Meme | EIvT .. [L] Foref.. 309369. 32 © © @L}rdi... [R] Forefinger 31798.. 32
4 ol k Elloh... [RlFore.. 20704.. 32 @ © Elric... [LThumb  20532.. 32
--@Taipei B Jesli... [L] Forefinger 31386.. 32
@ Irvine Remove - @Jo]o... [R] Thumb 31412, 32
@ Tokyo @Zhe... [R] Forefinger 21452... 32
EJshil... [L] Forefinger 20441.. 32
g
EIAdel... [L] Forefinger 20618.. 32
g
EJshiel.. [L] Thumb 19336.. 32
@Kelly... [L] Forefinger 20831.. 32 _
o
4 T b 4 T 3
Total Fingerprints: 7 Total Fingerprints: 42
Figure 7-14

Tip:

1. If some green checkmarks are missing in the In or Out columns, right-click the door /
gate in the Device View and select Sync GeoFinger to re-upload the data.

2. Each GV-GF Fingerprint Reader can store up to 1,900 fingerprints.
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7.4.3 Uploading Fingerprints to Controllers Using Door Groups

When a large number of GV-AS Controllers are connected to the GV-ASManager, you can
organize the controllers into different door groups. Using door groups, you can quickly upload
fingerprints to all the controllers in a door group instead of uploading to each controller one by

one.

1. On the menu bar, click Setup and select Door groups

connected controllers are listed on the right.

. This window appears and the

ﬁ Door Group Settings

o0

[ Centrollerd

ohdd || [ GateD
[ Controller 10
----- [ Gate 57
----- [ Gate 46
Remove = | | "= [ Gate d5
[ Controller 12

»

m

Figure 7-15

2. Click the Add Group button &J. A new group is created.

3. Click the new group and click the Rename Group button Hl (0 rename the group.

4. Select the door group and then select the controllers to add to the group.

5. Click the Add button. The selected controllers are now assigned to the group.

Door Group Settings

(=]

e

ﬁ Taipei

ﬁ Irvine

eﬁ Tokyo

eﬂ Controller 18

.0 Officed

-.[[] Office3

-.[[] Office2

. [ Officel

eﬂ Controller 19

-.[J] Conference Room 5
-.[J] Conference Room &
-.[J] Conference Room 4

4 L1
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ﬂ Controller 17
..... [ Staircase 52

ﬂ Controller 18

..... [0 Officed

..... [0 Office3

..... [0 Office2

..... [0 Officel

ﬁ] Controller 19

..... [0 Cenference Room 5
..... [0 Cenference Room 9
..... [0 Cenference Room 4

4 | i

Figure 7-16
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7.5 Scanning Driver’s Licenses and Business Card

GV-ASManager can work with SnapShell ID Scanner to let you acquire and edit the
personal data from driver’s licenses and business cards.

Note: This function only supports SnapShell ID Scanner with SDK driver version.

1. Consult the Scanner’s documentation to connect the Scanner with the GV-ASManager.
On the menu bar, click Personnel and select Users. The User List dialog box appears.

Click the New button. The User Setup dialog box appears.

P WD

Click the Scan tab. This dialog box appears.

User Setup g|

General | Home | Businesz | User Define | Fingerprint | Scan

Field Yalues e
[ user Siron Lim

|:| First Marne Lirn

] middle Mamme

|:| Last Mame Simon

O

[ Gender Male

[ Birthday 14111900

[] addressiHome) w

File Type
@ Driver License
() Business Card

| ok | [ concel

Figure 7-17

5. Inthe File Type field, select Driver License or Business Card. Here we use the Driver
License as the example to demonstrate the following steps.
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6. Place a driver’s license on the Scanner and click Scan. The license image is displayed.

User Setup EI

Gereral | Home || Business | U&erDeﬁne! Sean

| Figld Walug i
| T Frst tvame

! ] Last Mame

O

| [ Gender Female

| [ Birthday 111500

| ] Address

| [ Phone )
File Type:

() Business Card

Figure 7-18

7. Click the Extract button to read the license data. The data is displayed in the Value
column.

8. To modify the data, click the desired Value column and type the next texts. Click
anywhere in the dialog box when you are finished with the modification.

User Setup @

| General || Home | Business | Uselljafine_\ Scan

! Figld walue "!
| [ Name BLAiE SANPLE \
| 4] First Mame: JUNE
| [ Last Hame SAMPLE
i h(+] E 100 100 100 100
[] Gender Female
| [+] Birthday 02-01-77 ‘
| [4] address 123 MORTH STATE 5T
L Phone v
File Type
() Driver License
) Business Card
Scan
Extract
[ ok | [ cocd
Figure 7-19

9. Click the Update button. This driver’s license is saved to the GV-ASManager’s database.

10. Now you can click the Home tab to view the information of the driver’s license, or click the
Business tab to view the information of the business card if scanned.
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Chapter 8 GV-ASRemote

The client software GV-ASRemote is designed to monitor multiple GV-ASManagers over the
network. The GV-ASRemote provides the following features:

e Remote monitoring
¢ Remote live view and playback

¢ Remote control: stop alarms and force the door to lock/unlock

8.1 Installing GV-ASRemote

Insert Software DVD to your computer and a window will pop up automatically. Select Install
GeoVision V4.0 Access Control System, click GeoVision Access Control System and
follow on-screen instructions to complete the installation.

8.2 The GV-ASRemote Window

o= ASRemote EE]@

Ele Monitoring  Wiew Tools Window Help

L]
(e e 2% '_Ca_rng(a iy ax
e o %@ WA ‘15”5 5 = € TESTES(192.168.2,98) -
| -  — = 1: Camera 1
Device Status Alarm Farced Open o= Camera?
e—a TESTES ~ = Camera 3
= & Controller 1 w= 2 Camera 4
[ boor & Card Mode o Cameras =
D Door B Card Mode — o= Camerad
[ ooor Card Mode ¥ Camera 7
[ boor o Card Mode ] o Camerad
< > >~ Camerad %
{41 Alsir tonitor 8 Access Monitor | ) Evert Monitor 4 b % |Lve Video

—®

T

= = M

) Alarm Monitor 78 Access Monitor \L]|'E|EI i Cameraid
T HEL vEa

Message Door Message Cardholder q
&I Fire Alarm Door B dJaccess Granted IS 2]
€3 Tamper Door B 1 piccess cranted A z
& | 2l B3 | 3
Tiles | Thumbnails Tiles | Thumbnails

T EL |2' Camera 4 v|ﬂi’ o Matrix v‘

2 3

b2 Lot — 51912003 0:05:08.011

1 DoorGate Unlodk Door A b H (o)
.?,J'Door,iGate Unlack. Doat & |

L/ DoorfGate Unlack Dot & b p =

i Door(Gate Unlock Door & | Informeation Window X
dJDoorjGate Lock Door & o
EdFire flarm Daoor B s d = _6
: | sl Access Grante
160x120 | 320x240 | 480x360 | 640x480 | 3D 2 ‘ 3 -

Ready " 6[9/2003 12:08:24 AM

Figure 8-1
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No. | Name Function
The Menu Bar includes the options of File (log in / out the
GV-ASManager), Monitoring (display monitor windows of
1 | Menu Bar alarm, access and event), View (display the function
windows) and Window (arrange the display of different
windows).
The Toolbar includes the options of Connect, Disconnect,
2 | Toolbar Auto Connect, Add Host, Remove Host, Settings and
Resolution.
3 | Device View Displays a list of connected doors and their current status.
4 | Alarm Monitor Displays alarm events of doors.
5 | Event Monitor Displays monitored events of doors.
6 | Access Monitor Displays access activities of doors.
7 | Multiview Dlsplays live V|ews of connected cam(.erz.:ls from multiple 1P
devices. For details, see 5.4 The MultiView Window.
8 | Information Window Displays the information of doors, card readers and monitored
events.
Plays back recorded events from a compatible GeoVision IP
9 | Playback device. For details, see the same operations in 5.5 Retrieving
Recorded Video.
10 | Live Video Displays live VIeYVS of.one connectgd ca_meral. For details, see
the same operations in 5.2 Accessing Live View.
11 | Camera List Displays a list of connected cameras.
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8.2.1 Toolbar

n GV-ASRemote

0000000
¥ |® 9

s | 16x16 W

Figure 8-2

The buttons on the Toolbar of GV-ASRemote:

No. | Name Function
1 | Connect Starts the connection with the GV-ASManager.
2 | Disconnect Ends the connection with the GV-ASManager.
3 | Auto Connect Retries to build the connection with the GV-ASManager.
4 | Add Host Adds a GV-ASManager host to the list.
5 | Remove Host Deletes a GV-ASManager host on the list.
6 | Settings Edits the settings of GV-ASManager hosts.
7 | Resolution Changes the size of icons to 16 x 16, 24 x 24 or 32 x 32.
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8.3 Connecting to GV-ASManager

Before GV-ASRemote may connect to one GV-ASManager, the GV-ASManager must allow

the remote access by this procedure:

e Click Tools on the menu bar, select Servers and enable Remote Monitor Server.

When the server is started, the icon gl appears at the bottom of the main screen.

To create a GV-ASManager host and enable connection to the GV-ASManager:

1. On the toolbar, click the Add Host button. This dialog box appears.

Add Host 53
Hosrane =
Address: 127.001
Port: 9387
1D: 1
Pazzword: i

Contraller
g'] Testl add.
Figure 8-3

2. Give a hostname, type the GV-ASManager’s IP address, modify the port number if
necessary, and type the GV-ASManager’s login ID and password.

3. Click Add. This dialog box appears.

Add Controller

ak l [ Cancel ]

Figure 8-4
4. Type the ID of the controller associated with the GV-ASManager and click OK.

5. To add more controllers, repeat Steps 3-4.
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6. Click OK and return to the main screen. A host folder will be displayed on the Device
View window as example below.

Device Status Alarm Forced Open | Duress
= @l TEST150
= _& Contraller 1

[ Front Door Card or Cammon Mode
[0 Back Daor Card Made
D Manufacturing Door Card and PIN Code Mode
[0 Emergency Doaor Release Mode

< J —

Figure 8-5

If the icon L appears, it indicates the connection between GV-ASManager and
GV-ASRemote has been established.

If the icon = appears, it indicates the connection failed. Make sure GV-ASManager is
enabled for the Remote Monitor Server function.

Note: For the disconnection messages displayed on the Status column (Figure 4-5), see D.
Controller Status in Appendix.
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Chapter 9 GV-ASWeb

The GV-ASWeb allows you to access data and settings on the GV-ASManager over the
network. Connecting to one GV-ASManager at a time, users can remotely watch live video,
view event data, download logs in different formats, and set up camera / cards / users /
vehicles / controllers / schedule using Web interface.

To use the GV-ASWeb, the version of browser in the client PC must be Internet Explorer 7

or later.

9.1 Connecting to GV-ASManager

Before GV-ASWeb can connect to a GV-ASManager, the GV-ASManager must be set to
allow remote access:

e Onthe menu bar, click Tools, select Servers and enable Web Server. This dialog box
appears.

GeoWebServer Setting Dialog g|

Http Part E0] Httpz Port 443
[ Takes effect after you restart ‘WebServer, |
IF Filter
Rule From [P TalP

Add

[ ok | [ concel

Figure 9-1

If you want to grant or deny the access from certain IP addresses, click Add, and type the
IP addresses. Otherwise click OK to start the connection. When the server is started, the

icon appears at the bottom of the main screen.
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To start the GV-ASWeb:

1. Open an Internet browser, and type the IP address of the GV-ASManager to be
connected. This web page appears.

{= GeoWebServer - Windows Internet Fxplorer

5@1- \g, http:/i127.0.0.1f V| $2 ([ x| |AF Live search \ P

¢ Favarites ‘gGEDWEESETVEV’ | ‘

Please use https:// to establish a secured connection (S5L).

For Internet Explorer 7 User:
Please ignore certificate error and click on [Continue to this website] to proceed.

Q GeoUision:

Available Web services are listed bellow:

ASWeb Access & Security Management
TAWeb Time and Attendance Management
Visitor Visitor

VMWeb Visitor Management

|3

Figure 9-2
2. Click https:// for SSL encrypted connection, or ASWeb for regular connection.

3. Enter a valid username and password for login. The GV-ASWeb page appears.

{= A5Web - Windows Internet Fxplorer,

gﬁg} v [ hitpiliie7 0.0, iaTwebjasiieb siF | [#2] [ ] [ Live search
77 Favorites |£ asweh

= A

Live ) antrol i Card List Alarm Log

= — D
@ =) — Ruf
Time Zone LPR List Access Log

O —

Camera List Vehicle List Daily Access

B

Event Log

. - r
.
ﬁld Door Group IfO Log

Sstup

Holiday Setup

Access
Groups Setup

Figure 9-3
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9.2 Accessing Live Video

You can use GV-ASWeb to remotely watch live video of devices connected to the
GV-ASManager.

1.

2.
3.

On GV-ASWeb, click the Live Video icon Li'._rel_\;lc;o This window appears.

5 Live video = || || mel| | 36
Device

Device: DWVR1(192.168.59.2~ | Camera: Camera 1 W

Video

\

A"

Y

i"

Figure 9-4
Click the Device drop-down list to select a connected GV-System or LPR.

Use the Camera drop-down list to select a camera. The live view will now be displayed.

Note: Live video will be displayed using MJPEG codec and a frame rate of 5 fps.
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9.2 Accessing Logs

You can access the logs of the connected GV-ASManager, including Access Log, Daily
Access, Alarm Log, Event Log and I/0O Log. In addition, you can set up search criteria to view
the records more efficiently.

Dty Access

L

Ewvent Log

1O Log

Figure 9-5

9.2.1 Setting Search Criteria

1. Select alog you want to view. Here we use Access Log as an example.

2. Inthe Filter section on the left, type or select the desired filtering criteria. For example,
we want to search the log for the records that match the conditions of “Access Granted”,
Card Number “120-38620", Gate A entrance of AS400, and dates from November 21 to
November 27™. The resulting filter window may look like this.

-é]mu:g =P

.Y Accesstog

Filter « Export:| TXT This Page oK

4| Log -~ Access Message Door Local Time Snapshot 1 Snapsho
Message: | Access Granted
Door: | AS400 - Gate A
Direction: |In
Date Period: | Date Range

Start Date: |11/21/10

BB <] <]]<]] ¢

End Date: |11/27/10

| Card

<

Card Number: | 120-38620

Card Code: ME™

[il Ll [ll

| |pagel 1lof1| b W | & Mo data to dizplay

| search ||  Clear

Figure 9-6

3. Click the Search button to start the log search.
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9.2.2 Log Window Icons

The icons in the log window can display the detailed information of that category. Click the
icon to view the details.

: Indicates the availability of the video image.

In Controller List, Card List, User List, Access Log and Daily Access, you can right-click each
search result to access more information such as card information =31 or user
information (3.

Note: You can play back video only when Remote ViewLog Service included in Control
Center Server is enabled on the DVR. And the Remote ViewLog function is enabled on Video
Server or Compact DVR.

9.2.3 Exporting Logs

You can download the logs of the connected GV-ASManager to the current computer in three
formats: .txt, .htm and .xls.

1. Use the Export drop-down list on the top-right corner and select the file format TXT,
HTML or Excel.

2. Use the next drop-down list to select This Page to save the current log page or All to
save all logs.

3. Click OK to download the logs.

9.2.4 Defining Columns

You can define the displayed columns of the search results for each type of log. The field
must be first enabled on GV-ASManager before the content of the field can become
searchable.
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On the menu bar of the GV-ASManager, click Tools and select ASWeb Field. This

dialog box appears.

ASWeb Field Configuration

Accesz Log | Alarmn Log || Event Log | Daly Access | Card 4 *

[J[Businesz] Job Title
[J[Business] D epartment
[J[Businesz] Office
[J[Businesz] Phane
[CJ[Business] ext
[J[Business] Fax
[J[Business] web Fage
[J[Businesz] E-b ail Address
[[Business] Mates
''''' Plate
[JUszer Define 02
[JUszer Define 03
[JUszer Define 04
[JUszer Define 05
[JUszer Define 05

E

W

[E] Select &1

|

0K

][ Cancel ]

Apply

Figure 9-7

Select the fields you would like to enable and click OK.

On GV-ASWeb, click on the arrow next to an existing column and select Columns.

Message:

Door:
Direction: | Inf/Out
Date Period: | Today
Start Date:

End Date:

Message

Access Granted
Access Granted
Access Granted
Access Granted

Access Granted

o oA W oN

Access Granted
Access Granted

Access Granted

w o~

Access Granted

T | Door

%] Sort Azcending

il Sort Descending

[EH Columns

Controller 1 - Doo...
Controller 1 - Doo.

Controller 1 - Doo...
Controller 1 - Doo...
Controller 1 - Deo...

[F] Employee ID

[7] JobTitle

[F] Department
Lo [F] Office

[F] Phone {Business)

[F] Ext(Business)

[F] Fax (Business)
X [] web Page (Business)
;: [F] E-Mail Address (Business)
oA [F] Motes (Business)
o Parking Space Mumber
gy [O] User Define 02

Figure 9-8

Select a field to display it in the search results.

For example, we added a user-defined field “Parking Space Number” to the Access Log.

The resulting window on the GV-ASWeb may look like this:

Filter % Export;| TXT This Page oK
| Log |*‘ Mes=age Card Number User I Parking Space Number I
Message: Duress Active v 3
Door: »
Figure 9-9
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9.3 Adding and Deleting Controllers

You can use GV-ASWeb to remotely add or delete controllers to the GV-ASManager.

]
1. On GV-ASWeb, click the Controller List icon . This window appears.

: [] controller List

i

Door

ﬂ 1: Controller 1 (1/4 Doors) GV-AS400

[0 Door 1
[d Door2
[ Door 3
[J) Door 4

Page

1/0f1

Controller List

2% [ n

.G‘ Dizplaying

Information

No items for display.

Figure 9-10

=[a]x]|

2. Click the Add button @ to add a new controller. For details on the configurations, refer

to Step 1: Configuring a Controller in Chapter 4.

3. To set the individual doors, click the Edit button /<4 and select a door. For details on
the configurations, refer to Step 2: Configuring a Door in Chapter 4.

ﬂfﬂ Controller List

Door

ﬁ] 1: Controller 1 (1/4 Doors) GV-AS400

[0 Door1
[ Door2
[& Door3
[& Door4

Page

4. To delete a controller, select a controller and click the Delete button @'.

1|of1

.:-‘E‘ Dizplaying

Controller List
& 2/ | a

Door

General

Set Door Info
Name:

Password:

Lock Reset Time:

Held Open Time:

Fire Action:

Revert

Figure 9-11

Door 1
sene
]

12

10

13

Unchange

4§ digits(0~a)
Sec(1~255)
{Handicap Card)
Sec(5~0999)

{Handicap Card)

»

_:|><—|

Save

Note: After adding or deleting a controller through GV-ASWeb, the change will be reflected
in the Controller List in GV-ASManager.
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9.4 Adding and Deleting Cards and Users

In addition to adding and deleting controllers, you can also use GV-ASWeb to remotely add
or delete cards and users.

To add or delete cards:

1. On GV-ASWeb, click the Card List icon .

2. Click the New button. This dialog box appears.

;@Mewacard Il
Card [

Cardholder: - &0 &

Card Number: [ ].gﬁ Card Code: [26] Wiegand26 b

Card Status: Active hd Card Type: Normal hd
Activation Date: 11/28/2010 !
[[] Deactivation Date:
Pin Code: sene Privilege: No Privilege b
Support GV-AS200
Access Group: Dizable v
Door Schedule

= [ As400 (4 Doors)

| ] Gatea 24-hour restricted
] Gate B 24-hour restricted
|] GateC 24-hour restricted
] Gate D 24-hour restricted e
0K Cancel
Figure 9-12

3.  Fill out the required information. Refer to 4.3 Setting Cards for more details.
4. Click OK to save the settings.

5. To delete cards, simply select the card and click the Delete button.

Note:

1. After adding or deleting a card through GV-ASWeb, the change will be reflected in the
Card List in GV-ASManager.

2. The Batch function and the card data import/export function are not supported on
GV-ASWeb.
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To add or delete users:

=
1. On GV-ASWeb, click the User List icon [E=28E=4. The User List window appears.
2. Click the New button. This dialog box appears.
@ User Setting * |
General Home Business User Defined
First Mame: Bil Middle Name: Last Mame: Lumbergh EA3
Display: Lumbergh Bill .
Employee ID: Data Group: Mo Groups b
Photo: & 8|5
Cards: @
Card Humber Card Code
Wehicles: &
License Plate Brand Model
oK Cancel
Figure 9-13
3. Type the user's name. Other user information such as Employee ID, Home information
and Business information are optional.
4. You can click the Add button & to assign a card or a vehicle to the user.
5. You can use the Data Group drop-down list to assign the user to a data group.
6. If you have a webcam installed, click the Webcam icon = to take a picture from the
Webcam for the user profile.
7. Click OK to save the settings.
8. To delete a user, simply select the user and click the Delete button.
Note:
1. After adding or deleting a user through GV-ASWeb, the change will be reflected in the
User List in GV-ASManager.
2. The fingerprint enroliment and the user data import / export function are not supported
on GV-ASWeb.
3. The webcam function requires Flash Player 10 or later.
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9.5 Searching, Adding and Deleting IP Cameras

You can use GV-ASWeb to remotely search and set up IP cameras by connecting to
GV-Systems, GV-Video Servers, GV-Compact DVR or to IP cameras directly.

U
1. On GV-ASWeb, click the Camera List icon E=LZEES. The Camera List window appears.

2. To search for available IP devices under LAN, click the Search button and select
Search DVR and NVR or Search IP Device. This dialog box appears.

f@{:amera List I [=1E
L H
U@y >~ Camera List
i
'E- © © @ || 5xsearchir Device Bf%
e L [Tl Host Name Address
| = e . . rs
# g www (1 Camera) [F] DVRHPCAM V1(192 168.2.4) 192.168.2.4
[[] GVLX4(RL2.235)(192.168.2.235) 192.168.2.235
7 [¥] GV-IPSpeedDome(192.168.3.222) 192.168.3222
8 [¥] GV-VS02A(192.168.3.228) 192.168.3.228
9 [V] Demo-GV-VPv1(192.168.1.167) 192.168.1.167
10 [7] Leo-GPS(182.168.1.62) 182.188.1.62
11 [] Joe-IPCAM1.3M(182.168.1.116) 192.168.1.116
12 [¥]| VS-02(192.168.1.115) 192.168.1.115
13 [J] GV-PSpeedDome(192 168.3.188) 192.168.3.188 -
MNetwork Adapter: 1P(192.168.0.171) Intel(R) PRO/1000 v @
Port: 15000
. Add Cancel
Page 1 |of1 ) Displaying 1-10f1
Figure 9-14

A. Select the GV-Systems or IP devices to add from the search results.

B. If necessary, you can select a different Network Adaptor and click the Search
button again or modify the default port number 15000.

C. Click Add. The GV-System or IP device is added to the camera list on the left.

D. To login, select the GV-System or IP device, click the Edit Mode button ¢, and
type the User ID and password.
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3.

To manually add a device, click the Add button < This dialog box appears.

{@x Camera List

= www (1 Camera)

U@y -~ Camera lList
o
€ Qe New Host

Camera Location = -
Host Setting

Type: IP Camera w
Host Mame: fish
Address: 192.168.3.199
User: admin
Password: .
V55 Port: 10000 Default
Brand: GeoVision_GV-FE420_Series w
Number of Cameras: 1 ¥
v
= Revert Save
Page 1 of1 & Displaying 1-10f1
Figure 9-15

Select the Type of device to add and type a Host Name to name the device.

B. Type the IP Address, User name and Password of the device.

F.

Modify the default Data Port 5611, default VSS Port 10000, and default Log Port
5552 if necessary.

For IP cameras, use the Brand drop-down list to select the camera model. You can
connect to third-party IP cameras through ONVIF, PSIA and RTSP protocols by
selecting Protocol in the Brand drop-down list.

For GV-Systems, GV-Compact DVR and GV-Video Server, select a number from the
Number of Cameras drop-down list to add channels between channel 1 and the
selected channel. For example, if 3 is selected, channels 1-3 will be added.

Click Save.

To edit a device, click the Edit button and select a device to begin editing.

To delete a device, select the device and click the Delete button .

Note: After adding or deleting a camera through GV-ASWeb, the change will be reflected in
the Camera List in GV-ASManager.
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9.6 Setting Schedule

You can use GV-ASWeb to remotely create daily schedules, set up weekly schedule and
specify holidays. For more details on how to set up schedule, refer to Chapter 4.

9.6.1 Setting Daily Schedule

&

s
Time Zone

1. On GV-ASWeb, click the Time Zone Setup icon IS, This dialog box appears.

@TlmelnneSetup - =]k
©© B[y
D R 12 13 14 15 16 17 18 19 20 21 22 23 24 Data Group
|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|

o Deny Access | No Groups
15 Holiday | _ : | No Groups
(<] I | (]

Page Tlaft1 | # ki e‘ Dizplaying 1 -5 o0f 5
.AccessTime

Figure 9-16
. i
2. Click the Add button &. A blank schedule appears.
@'I’lmelnneSetup o =] |2
@e (1]
D Name 5 12 13 14 15 16 17 18 19 20 21 22 23 24 Data Group
|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|III|

Mew Time Zone No Groups | w
m | |

UEny ACCESE | = : | WO Groups

ancel

Page| 1lof1| b bl | & Displaying 1-50f 5

Figure 9-17
3. Type an ID and a name for the daily schedule.

4. Set the time by dragging the mouse on the timeline. To erase selected time, click the

Delete Access Time button @ and drag the mouse across the selected time.
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You can use the Data group drop-down list to assign the time zone to a data group. You
can then allow or forbid a user to read/write the functions listed under the data group.
Refer to Adding a New User in Chapter 7 for more details.

Click Update to save.

9.6.2 Setting Weekly Schedule

1.

94

On GV-ASWeb, click the Schedule Setup icon . This dialog box appears.

%Schedulesﬂup (=] 4
Qe ID: 0 Name: 24-hour restricted
D Name
Data Group: Mo Groups

10 24-hour restricted

2| 255 Z4-hour access Name
Monday Deny Access [ T . . [ J J ' |
Tuesday Deny Access [ . . J [ ' ' ' |
Wednesday  Deny Access [ . . . [ J J ' |
Thursday Deny Access [ . . . [ J J ' |
Friday Deny Access [ . . J [ ' ' ' |
Saturday Deny Access [ T . J [ ! ! ! |
Sunday Deny Access [ . . J [ ' ' ' |
Holiday Deny Access [ . . J [ ' ' ' |

m Close
Page 1 of1 4
Figure 9-18

Click the Add button &2. A blank schedule appears.
Type an ID and a name for the weekly schedule.

You can use the Data Group drop-down list to assign the weekly schedule to a data
group. You can then allow or forbid a user to read/write the functions listed under the
data group. Refer to Adding a New User in Chapter 7 for more details.

Click the timeline and assign the daily schedule created to the day of the week. The
schedule selected for Holiday will be applied to the dates selected in the Holiday Setup
page. Refer to the section below.

Click Save.



9.6.3 Specifying Holiday

On the main page of GV-ASWeb, click the Holiday Setup icon

Holiday Setup

. To specify holidays,

click Add Holiday and click the dates of the Holiday. To remove holidays, click Remove

Holiday and click the dates.

E Holiday Setup

.@ Add Holiday | @ Remove Holiday HES

4

December 2010

January 2011

Clzar All Holidays

February 2011

March 2011

M. S M i w 0 I =3
a8 TS
4 5 6 7 8 9 10 1
5012 13 14 15 16 17 18
51 19 20 21 22 23 24 25
52 26 27 28 29 30 31

August 2011

K- W T F S[(Wk 5 M T W

1 5 : 2

4 5 6 T 8| 8 6N

12 13 14 J8| 7 13 14 19 16

8 19 20 2¢ 22| B 20 2 22 23
25 26 27 28 29| 9 27 23

June 2011
T w T E 5 | Wi S "] T W
22 1
3 4 &5 B | G236 6 7 8
10: 11 12 13 A 24 EE 13 M4 15
17 418 19 20 21|25 19 20 21 22
24 25 26 27 28|25 2B 27 28 29

Figure 9-19

9.7 Setting Access Groups

F S|(Wk 5 M B | A £ 5

4 .5. 9 1" 2 3 4 5

g 1210 86 7 & 9 10 11 12

18 49 (11 13 14 15 16 47 18 19

25 26 (12 20 21 22 23 24 25 6
13 27° 28 29 30 3

July 2011 L |
52 S | Wk S M T w i E S
3 4 . 28 1
10 41 | 27 3 4 5 6 7 8 9
17 18| 28" 0 11 12 13 14 15 16
24 25|28 47 48 19 20 2t 23
30 24 25 2% 2T 23 ¥ N

November 2011

Using GV-ASWeb, you can remotely set up access groups to restrict who can access which

door at what time. On the main page of GV-ASWeb, click the Access Groups icon [ESEET]

For details on how to set up access groups, refer to Setting Access Groups in chapter 4.

% Access Groups Setup
ee
Name =

1 Access Group 01

4 4 | Page 1|of1 "

% No data to

Mame: Access Group 01
Data Group: Data Group 1
Door

=] @ Controller 1 (1 Door)

[[] Doort

Page 1laf1 | &

#il

Schedule

24-hour restricted

Dizplaying 1 - 1 of 1

| Save

Close.|

Figure 9-20
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9.8 Setting Door Groups

Using GV-ASWeb, you can remotely organize controllers into different door groups, allowing
you to quickly upload fingerprints to all controllers in a door group at once.

On the main page of GV-ASWeb, click the Door Group Setup icon . For details on

how to set up door groups and upload fingerprints, refer to Uploading Fingerprints to
Controllers Using Door Groups in chapter 7.

|ﬁ Door Group Setup ===
| @ Add &) Remove =L Rename o P
o i DoorGroup 0 =3 Controller List

= [T Controller 12
= [ controler 13
=[] controler 29

Figure 9-21
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9.8 Configuring Areas for Anti-Passback

B Asweb

You can remotely define Entry and Exit areas for each door / gate using GV-ASWeb.

1. On GV-ASWeb, click the Area Settings icon . This dialog box appears.

@ Area Settings

,ﬁdd Eﬂemuve & Rename

Name

B8 Giobal Area

@ Lobby

B Reception

B3 Demo Room

[ Mesting Room B1

g Lab

Page 1]of1

Doors

= ﬂ Controller 1 (3 Doors)

|:| Door 1 goes from Lobby to Global Area

D Door 2 goes from Reception to Meeting Room B1

Door 4 goes from Deme Room to Lab

3
[

&,

Page 1 0f1

Figure 9-22

=3lx

Dizplaying 1 -3 of 3

2. Click the Add button to add an area and double-click the name to rename the area.

3. Double-click a door and use the drop-down lists to assign the entry and exit area.

@ Area Settings

F\dd Eﬂemuve & Rename

Name

B Giobal Area

@ Lobby
@ Reception

@ Demo Room
B8 Meeting Room B1

g Lab
@ Area T

Page 1|of1

For more details on how to set up Anti-Passback, refer to Chapter 6.

Doors

= ﬂ Controller 1 (3 Doors)

|:| Door 1 goes from Lobby to Global Area

|:| Door 2 goes from Reception to Meeting Room B1

Door 4 From: Demo Room
Update
Page 1lof1 .':;?‘
Figure 9-23

w

Cancel

To:

v
Global Area
Lobby
Reception
Demo Room
Meeting Room B1
Area 7

Dizplaying 1 -3 of 3

Note: After defining areas for Anti-Passback through GV-ASWeb, the change will be

reflected in the Area Settings page in GV-ASManager.
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9.9 Creating Accounts to Manage GV-ASWeb

The administrator can create accounts with different privileges to manage GV-ASWeb.

1. On the menu bar, click Tools and select Operators. A dialog box appears.

1D Guest
& Guest

gi User Password:

. Supervisor Level: Quest

ASManager ASRemote
Database Tool ASieb whyireb TAweb

[#]Log

[W]Export
[]Image/Flayback.
[]Access Setup
‘erson Data

Data Group | Read | irike | Execute
Taipei branch data gr

China Compary
USA Company
Data Group 4
Data Group 5
Data Group 6

I (O [
I I
I I I O [

Data Group 7
< b

Figure 9-24

To create an account, click the New button in the top left corner.

w N

Type the account’s ID and Password. Re-type the password in the Password
Confirmation field.

4. Inthe Level drop-down list, select Supervisor to have access to all GV-ASWeb functions.
To grant limited access, select User. Click OK.

o

Click the ASWeb tab in the middle.

o

Select the privileges you want to grant. The following options are available.
B Log: View Alarm Log, Access Log, Daily Access, Event Log and I/O Log.
B Export: Export Alarm Log, Access Log, Daily Access, Event Log and I/O Log.
B Image/Playback: Play back recorded videos and snapshots from GV-ASWeb logs.

B Access Setup: Set up controller list, camera list, area settings, time zone, schedule,
holidays and user-defined access group.

B Person Data: Add or edit cards and users.

7. Click OK.
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Chapter 10 GV-TAWeb for Workforce Schedule and

Payroll

GV-TAWeb is a time and attendance management system that helps you assign work
shcedule, keep track of employee attendance and calculate salary. You must first enable
GV-TAWeb function on GV-ASManager and then log in GV-TAWeb to access the following
functions:

TA Report: Looks up workforce schedule, attendance records, and employee payroll.
e TA Shift: Sets up different types of daily work schedules.

e TA Template: Arranges schedules of up to 45 days with daily schedules from TA Shift.
e TA Holiday: Designates which dates are holidays.

e TA Schedule: Assigns work schedule to individual or a group of employees.

TA User: Specifies employee salary.

To use the GV-TAWeb, the browser in the client PC must be Internet Explorer 7 or later.
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10.1 Connecting to GV-ASManager

To enable GV-TAWeb, the Time Clock option must be enabled on GV-ASManager and the
Web Server must be enabled to allow remote access.

1. Onthe menu bar, click Setup, select Devices and in the dialog box, double-click the
GV-AS Controller you want to use to keep track of attendance. Select the Gate tab and
select Time Clock.

General Setup | Gate 1 | Gate 2| Gate 3| Gate 4
General
[] Set Doar Infa
MName: Gate A
Password : e 4~8 digits{0~9)
Lock Reset Time : g Sec{l ~259)
B (Handicap Card)
Held Open Time : 10 Secis~9899)
10 (Handicap Card)
Fire Action Unchange I
Reader's Keypad Anti-Passhack
[¥] Entrance [JLacal Anti-Passhack
[#] Exit [[l3lohe Anti-Passhack
[] GeoFinger Two-Person Rule
[ Auto Check Qut
Figure 10-1

2. Onthe menu bar, click Tools, select Servers and enable Web Server. This dialog box

appears.
GeoWebServer Setting Dialog g|
Http Part E0] Httpz Port 443
[ Takes effect after you restart ‘WebServer, |
IF Filter
Rule From [P TalP

Add

[ ok | [ concel

Figure 10-2

If you want to grant or deny the access from certain IP addresses, click Add, and type the
IP addresses. Otherwise click OK to start the connection. When the server is started, the

icon appears at the bottom of the main screen.
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To start the GV-TAWeb:

1. Open an Internet browser, and type the IP address of the GV-ASManager to be
connected. This web page appears.

{= GeoWebServer - Windows Internet Fxplorer

6\:;- &) hipnzraoy ¥ [#2)[¢] [ Live search |[2]-
¢ Favarites ‘@GeuWEbServer | ‘
L'
Please use https:// to establish a secured connection (S5L).
For Internet Explorer 7 User:
Please ignore certificate error and click on [Continue to this website] to proceed.
L .
(® Geoutsion:
Available Web services are listed bellow: -
ASWeb Access & Security Management
TAWeb Time and Attendance Management
Visitor Visitor
VMWeb  Visitor Management
b

Figure 10-3
2. Click https:// for SSL encrypted connection, or TAWeb for regular connection.

3. Enter a valid username and password for login. The GV-TAWeb page appears.

2 TAWeb - Microsoft Internet Explorer

[ %)
Fle Edt W¥ew Favorites Tools Help aw
Address | httpiJf127,0.0. L TAweb{Taweb, hml 1=

&] Done B Internet

Figure 10-4
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10.2 Setting Up Workforce Schedule

To set up workforce schedule, first set up different types of daily work schedule using TA
Shift, and then you can arrange the different types of daily work schedules into a cycle using
TA Template. Next, specify the dates for holidays in TA Holiday. Lastly, TA Schedule
allows you to assign work schedule to an employee or a group of employees using daily
schedule in TA Shift or using long-term schedule from TA Template.

10.2.1 TA Shift: Setting Up a Daily Schedule

1. Click the TA Shift icon. This dialog box appears.

r -
i TA Shift i=]{ER
&) Add Shift
Name Start Time End Time
Page 1 of1 = Digplaying 1 -3 0f 3
Figure 10-5

2. Click Add Shift to add a new daily shift schedule. This dialog box appears.

TA Shift Settings *
Marme:
Start Time: 9:00 ¥
End Time: 17:00 A
Advance Period: 01:00 hd
Extended Period: 04:00 bl
Overtime Buffer Period: 00:30 hd
Save Cancel
Figure 10-6

3. Type a Name for the daily shift to help you identify it.

4. Use the Start Time and End Time drop-down list to specify when the work shift normally
starts and ends.
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5. Specify an Advance Period to set the amount of time prior to the regular start time an
employee can work. Employees arriving before the Advance Period will be recorded as
working during Not Scheduled time in TA Record.

6. Specify an Extended Period to set the amount of time after the regular end time an
employee can work and be counted toward overtime pay. Specify the Overtime Buffer
Period and an employee has to work passed the overtime buffer period to be counted
toward overtime pay.

TA shift Settings ¥
MHarne:; Weekday
Start Time: ;00 R
End Tirne: 18:00 hd
Advance Period: 0z2:00 w7
Extended Petiod: 04:00 bt
Cwvertime Buffer Period: 0030 w7
Save Cancel
Figure 10-7

Using the above figure as an example, an employee working 4 hours passed the 18:00
pm regular end time will receive overtime pay for 4 hours, while an employee working 20
minutes passed 18:00 will not receive overtime pay.

Start Time End Time
07:00 - 9:00 09:00 18:00 18:00 - 22:00
Advance Period Regular Work Hours Extended Period
Overtime
Buffer
Period
18:00 - 18:30
Figure 10-8

7. Click OK to save the shift settings.
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10.2.2 TA Template: Setting Up a Schedule Template

TA Template allows you to set a 1-45 day recurring schedule template composed of the daily
shift schedule created in TA Shift.

1. Click the TA Template icon. This dialog box appears.

TA Template = o]
& Add Template
Name Period With Holidays
Page 1 of1 = Displaying 1 -1 0f 1
Figure 10-9

2. Click Add Template. This dialog box appears.

TA Template Settings

Name:
Period: 7
With Holidays: [F]

Dayl Day2 Day3 Day4 Day5 Day6 Day7

Description:

Save Cancel

Figure 10-10
3. Type a Name to identify the template.

4. Inthe Period field, type a number between 1 and 45 to indicate the number of days in

the schedule.

5. Select With Holidays to apply the holidays set up in TA Holiday.
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6. Inthe drop-down list below each day, select a daily shift schedule created in TA Shift.

A TA Template may look like this. In this example, the template is a 2-week work
schedule, because the Period is set to 14 days. The drop-down list under each day
indicates the daily work schedule selected for that day. A blank drop-down list means

that no work schedule is assigned for that day.

TA Template Settings X

Mame: Front Desk-PT
Period: 14
With Holidays:

Dayl Day2 Day3 Day4 Day5 Day6 Day7?

morning ¥ morning ¥ afternoon ¥ special event | ¥ special event ¥ specia event ¥ - ¥
Dayg Day9 Day10 Dayl1l Day12 Day13 Day14

morring ¥ morning ¥ afternoon ¥ afternoon ¥ morning B - R - ¥
Description: Part-time work schedule for front desk (2 weeks)

Save |7 cancel

Figure 10-11

7. Click Save.

10.2.3 TA Holidays: Setting Certain Dates as Holidays

1. Click the TA Holiday icon. This dialog box appears.

-
[] TA Holiday =%

@ Add Holiday & Remove Holiday £ Edit Holiday

January 2010 - December 2010
February 2010 March 2010 April 2010

January 2010

T

M T W

4 8 7
1. 12 13 14
18 19 20 21
25 26 27 28

5
12 13 14 45 {16 {2
% 18 19 20 21 22 23 2

I @ m &
o =

July 2010 August 2010

May 2010

%] m | [

Figure 10-12
2. Select a date and click Add Holiday.
3. Type a name for the holiday.
4. Click OK and that day will be designated as a holiday if With Holidays is selected in TA

Template
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10.2.4 TA Schedule: Assigning Schedules to Employees

After creating daily shift schedules in TA Shift or arranging a schedule template in TA
Template, you can now assign the schedules you set up to an employee or an entire

department and select a start date.

Note: The employees listed in TA Schedule are the users in User List on GV-ASManager.

To assign employees to a department, open the employees’ user information in User List
and select the Business tab. In the Department field, type the department of the employee
and all employees with the same department name will be grouped into one department in
GV-TAWeb.

Click the TA Schedule icon. This dialog box appears.

I'I—'_] TA Schedule

Today

Company

agia
£ The Others

-
=|OlIX

D

Employee 11/28 (Sun) 11128 (Mon) 11430 (Tue) 12001 (Wed) 12102 (Tht

B
Page 1/of1 = No data to display

Figure 10-13

To assign daily shift schedules day by day:

2.

106

To assign daily schedules day-by-day, select an employee or a group of employees in

the Company section and click Assign Shift. This dialog box appears.

Assign Shift (Engineering)

Shift: FAE Schedule b
Date: 2010/12/23 [
aK Cancel
Figure 10-14
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3. Select a daily schedule and assign it to a date. Repeat the steps for all the dates you
want to schedule a shift.

4. Click OK. A TA schedule window may look like this. In this example, different daily
schedules created in TA Shift are assigned from Monday to Saturday to two employees.

1
| | )|

o Assign Shift 5 Assign Template -@Remove Schedule

Employes 0102 (Sun) 0103 (Mon) 0104 (Tue) 0105 (Wed) 0108 (Thu) 0107 (Fri) 0105 (Sat)
1 Angeline Tay : [ Hight |
2 Grace Chong - | Day Time | - _Special Event

w

Page 1 of1 Displaying 1 - 2 of 2

Figure 10-15

To assign a schedule template:

5. To assign a schedule template from TA Template, select an employee or a group of
employees and click Assign Template. This dialog box appears.

Assign Template (Admin) *

4

Template:

£

Template Day of Start Date:

5]

Start Date:

Ll

End Date:
Schedule Overlapping Scheme

(=) Overwrite the original schedule
O Keep the ariginal schedule

oK Cancel

Figure 10-16

6. Using the Template drop-down list, select a schedule template created in TA Template.

107



Q GeoUision

7.

10.

11.

108

Select a day from the Template Day of Start Date drop-down list and the template will

start on that day.

Assign Template (All) o
Template: FAE Sched 5
Template Day of Start Date: v
Start Date: 1 : FAE Schedule
End Date: -2 FAE Schedule

. 3 FAE Schedule
Schedule Overlapping Scheme 4 ¢ FAE Schedle
@ Overwrite the original schedule 5 : FAE Schedule
O Keep the origing schedule 6=
g
0K |7 cancel
Figure 10-17

Select a Start Date to begin applying the template and the schedule will begin with the
day specified in Template Day of Start Date. Select an End Date to discontinue the
schedule.

In the Schedule Overlapping Scheme section, select Overwrite the original schedule
if you want to overwrite the original schedule in the case of an overlap.

Select Keep the original schedule and the template will not be assigned if there is an
existing schedule during the time period you specified.

Click OK. A TA schedule window may look like this. In this example, an FAE weekly
schedule created in TA Template are assigned to two employees.

2 Bssion Shitt 5 Assion Template @Remove Schedule

Employes 0109 (Sun) 0140 (Man) 01411 (Tue) 01412 (Wed) 0143 (Thu) 01414 (Fri) 01415 (Sat)
1 ShalmnlLee |- W FAESchedule | FAE Schedule [ FAE Schedule W FAE Schedule |l FAESchedule i - |
PR LA [ FAE Schedule [ FAE Schedule [ FAE Schedule |l FAE Schedule |l FAE Schedule |

Displaying 1 - 2 of 2

€

Page 1 of1

Figure 10-18
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Hint: To set a weekly schedule with Saturday and Sunday as non-working days, set a 7-day

Period and designate two consecutive days as non-working days by not selecting a daily shift.

TA Template Settings *
Marne: FAE schedule
Period: 7
wyith Holidays: F
Dayl Day2 Day3 Day4 Day5 Dayb Day7
FAE Schedule ¥ FAE Schedule v FAE Schedule v FAE Schedule v FAE Schedule v |- v
Figure 10-19
Then, in TA Schedule, match the first non-working day with a Saturday.
Assign Template {(Admin} Assign Template {Admin) X
Template: FAE schedule "
Template: FAE scheadule i
Template Day of Start Date: v
Termplate Day of Start Date: 6:- b Start Date: 2011/01/15 &)
Start Date: 1 FAE Schedule End Date: January 2011 = -
End Date: 2 1 FAE Schedule schedule Overlapping Scheme| S

Schedule Overlapping Scheme 70

(&) Cwerwrite the original sched S ¢

3 FAE Schedule

FAE Schedule
FAE Scheduls

O Keep the ariginal schedule Eﬁ =

s

(%) Qverwrite the original sched
O Keap the original schedule

Select the first non-working day

Figure 10-20

Select a Saturday for Start Date

109



Q GeoUision

10.3 TA User: Specifying Hourly Pay

You can specify the hourly pay for regular work hours and overtime work hours using TA

User.

1. Click the TA User icon. This dialog box appears.

r 8]

g8 TA User =||E]|%
Company User Data
Searching the employee. Name:
a g All || Hourly Regular Pay:
4 g adig Hourly Overtime Pay:
£} Lydia Ching

£ Ng Koh Sheng
&Edmund Lau
& Lance Yeo

£ Tony Tey
B vivien Lee
£ Jesin Poh [ne

Figure 10-21
2. Select an employee from the list.
3. Type the Hourly Regular Pay and the Hourly Overtime Pay.

4. Click Update to save the settings.

Note: The employees listed in TA User are the users in the User List. To see how to add,
edit or delete users, refer to 4.6 Setting Users.
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10.4 TA Report: Looking Up Records

TA Report allows you to look up workforce schedules, attendance record, payroll and

summaries of each department’s data.

1. Click the TA Report icon. This dialog box appears.

. "
[Z] TA Report =B
Report Template %| | 3€ Delete Report =3 Open Report Search Reports by The Tike »p
= &5 All Templates Title Template

= =3 Schedule Templates
[=] Employee Schedule
[ Unscheduled Employee
= =3 Time Templates
[=2] Daily Time Card
=] Employee Time Card
[E] Exception
i Average Hour Summary
& Exception Summary
= = Payroll Templates
[= Payroll List
[=] Employee Payrol
walh Payroll Summary

Page 1 0f1 [ Dizplaying 1 -6 of 6

Figure 10-22

2.  On the left panel, the following data and graphs are available:

Note: Accessing Average Hour Summary, Exception Summary or Payroll Summary
requires Flash Player 10 or later.

[Schedule Templates]
B Employee Schedule: Shows the work schedule of an individual employee.

B Unscheduled Employee: Shows the days when employees are not scheduled to

work.

[Time Templates]

B Daily Time Card: Shows the work schedule and the actual punch in/out time of
employees in a department.

B Employee Time Card: Shows the work schedule and the actual punch in/out time of
an individual employee.
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B Exception: Searches for records within a department of the events selected. The

following Exception Events are available for selection:

In Late: Punching in after the assigned start time.

In Early: Punching in before the assigned start time.
Out Late: Punching out after the assigned end time.
Out Early: Punching out before the assigned end time.

Over Hours: Working after the Overtime Buffer Period but before the Extended
Period.

Unscheduled Absence: Absence during scheduled work day.

Missed Punch: Punching in without punching out or punching out without
punching in.

Not Scheduled: Working on days when there is no assigned shift for that day.

B Average Hour Summary: Shows each department’s average work hours per

person during the time period specified and the percentage occupied in comparison

to other departments.

B Exception Summary: Displays a department’s total counts of Exception Events

within the time period specified.

[Payroll Templates]

Payroll List: Shows the hourly pay, total work hours and total pay of the employees
within a department during the time period specified.

Employee Payroll: Shows the hourly pay, total work hours and total pay of an
employee for each day of the time period specified.

Payroll Summary: Shows the average total pay of each department during the time
period specified and the percentage occupied within the company.
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3. Using the Daily Time Card as an example, double-click Daily Time Card on the left
menu and this dialog box appears.

'5 Daily Time Card == 1
[ save Drun &
Name Punch In Time Punch Qut Time Work Time Start Time End Time Duty Work Time Exception
Page 1 of1 & No data to display
Report Settings ¥
Exception A:

A:InLate B:InEarly C:Outlate D:OutEarly E:Over Hours F:Unscheduled Absence G: Missed Punch HzNot Scheduled

Title: Daily Time Card
Date:
Department: o

Description: -

Figure 10-23

4. Select the Date and Department to look up the employees’ scheduled shift and actual
attendance record.

5. Click the Run button toward the top. A dialog box similar to the one below appears.
Using the first person as an example, Lydia punched in at 10:01 and punched out at
16:56, even though her scheduled work time is from 9:00 to 17:00. She is therefore
listed as A (In Late) and D (Out Early) in the Exception column. The number of hours
she worked is listed under the Work Time column.

r 1
=] Daily Time Card = |3
|l save Il Run EExport csv
Name Punch In Time Punch Cut Time Work Time Start Time End Time Duty Work Time Exception 7
I 1 Lydia Ching 10:01 16:56 06:55 0g:00 17:00 08:00 A D I
2 MNg Koh Sheng 10:01 16:56 06:55 05:00 17:00 08:00 A D
3 Edmund Lau - - - 08:00 17:00 08:00 F,. G
4 Lance Yeo - - - 05:00 17:00 08:00 F.G
5 Tony Tey - - - 0g:00 17:00 08:00 F. G
& Vivien Lee 10:00 16:55 06:55 0g:00 17:00 08:00 A D
7 Jeslin Poh 10:00 16:56 06:55 05:00 17:00 08:00 A D
Page 1 of1 Pl Displaying 1-7 of 7

Report Settings

“®

Exception A

A:InLate B:InEarly C:OQutlate D:OutEarly E:Qver Hours F:Unscheduled Absence G:Missed Punch H: Mot Scheduled

Title: Daity Time Card

Date: 2010/11/24 4

Department: Trading b

Description: =

Figure 10-24
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6. Click Save and a shortcut of the Daily Time Card for the specified department and date
will be created in the TA Report main page.

. ]
Q TA Report =\ 5|
Report Template “ Searching reports by the title. gl
253 AI.II Templates Title Templste
=i Schedule Templates 1 Daily Ti Caril =
aily Time Car =
[ J Employes Schedule Diaily Time Card
|-z Unzcheduled Employes

= 5] Time Templates
[=| Daily Time Card
[ Employee Time Card
[=| Exception
,5 Average Hour Summary
;5 E:xception Summary
= = Payroll Templates
[= Payrall List
[=| Employee Payroll
.g Payroll Summary | | Page 1 o1 ; [ Dizplaying 1 -1 of 1

Figure 10-25
7. Click Export CSV to export the data in an excel file.

8. To select which data to display, click the arrow next to the column title and click

Column.
Hame Punch In Time |=| Punch Qut Time Work Time: Start Time
1 Lydia Ching 09:56 El 40 09:00
2 MNg Koh Sheng 09:57 il A0 09:00
3  Edmund Lau 09:57 0000
4 | Lance Yeo 09:57 ERgIE - Name
5 Tony Tey 0957 - - Punch In Time
8 Vivien Lee 0957 18:37 0g Punch Out Time
7 Jeslin Poh 0956 18:37 0g Work Time

Figure 10-26

Note: The Export CSV function is only available after you have saved the report by clicking
the Save button.
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10.5 Creating Accounts to Manage GV-TAWeb

The administrator can create accounts with different privileges to manage GV-TAWeb.

1. On the menu bar, click Tools and select Operators. A dialog box appears.

ASManager g|
. HR st
j(sH
e) Guest
= QJ LUser Password: OOo000
5 & Lewvel: User
QJ Superyisor
ASManager ASRemate
Database Tool Asweb Yheb Taweb

[#]5chedule Setup
[#]Repart Viewing
*ayroll Setup

Drata Group |Read |Write |Execute e’

Draka Group 4 |—

Daka Group 5 |— |— |—

[Drata Group 6 |— |— |—

Daka Group 7 |— |— |—

Draka Group & |— |— |—

Daka Group 9 |— |— |—

[raka Group 10 |— |— |— b

< >

[ OF ] [ Cancel ]
Figure 10-27

2. To create an account, click the New button in the bottom left corner.
3. Type the account’s ID and Password. Re-type the password in the Password

Confirmation field.

4. Inthe Level drop-down list, select Supervisor to have access to all GV-TAWeb functions.
To grant limited access, select User. Click OK.

5. Click the TAWeb tab.

6. Select the privileges you want to grant. The following options are available.
B Schedule Setting: Access TA Shift, TA Template and TA Schedule.
B Report viewing: Access TA Report.
B Payroll settings: Access TA User.

7. Click OK.
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Chapter 11 GV-VMWeb for Visitor Management

The GV-VMWeb is a visitor management system for internal business use where the
administrator can create a visitor database and grant access to visitors on a LAN
environment. GV-VMWeb can also be set up to allow visitors to register their own visitor
account and create visit requests over the internet using the Visitor service.

.
(= GaoWebServer - Windows Internet. Explorer

@“ v g 127.0.0.1 || #2|| x| |By P~

¢ Favorites | (@ GeowebServer

Please use htips:// to establish a secured connection (S5L).

For Internet Explorer 7 User:
Please ignore certificate error and click on [Continue to this website] to proceed.

(: GeoUision:

Available Web services are listed bellow:

ASWeb Access & Security Management

TAWeb Time and Attendance Management

Visitor Visitor

VMWeb  Visitor Management

Figure 11-1

To use the GV-VMWeb, the browser in the client PC must be Internet Explorer 7 or later.

11.1 Connecting to GV-ASManager

Before GV-VMWeb can connect to a GV-ASManager, remote access must be enabled on the

GV-ASManager as below:

e Onthe menu bar, click Tools, select Servers and enable Web Server. This dialog box

appears.
GeoWebServer Setting Dialog El
Hitp Port | €I Hitps Part | 443
[ Takes effect after you restart WebServer. |
IP Filter
Rule From [P TolP

Add

Figure 11-2
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If you want to grant or deny the access from certain IP addresses, click Add and type the
IP addresses. Otherwise click OK to start the connection. When the server is started, the

. 3| .
icon appears at the bottom of the main screen.

To start the GV-VMWeb:

1.

Open an Internet browser, and type the IP address of the GV-ASManager to be
connected. This web page appears.

(= GeoWebServer - Windows Internet Explorer E”Elgl
G0 - e imas o x| [ar ok

i Favorites | (@ Geawiebserver

~

Please use https:// to establish a secured connection (SSL).

For Internet Explorer 7 User:
Please ignore certificate error and click on [Continue to this website] to proceed.

° e
(2 Geovision:
Available Web services are listed bellow:

ASweb Access & Security Management
TAWeb Time and Attendance Management
Visitor Visitor

VMweb  Visitor Management

Figure 11-3
Click https:// for SSL encrypted connection, or VMWeb for regular connection.

Enter a valid username and password for login. The GV-VMWeb page appears.

3 VMWab - Micreseft Internat Explorer

Fle Edt WVew Favorkes Took  Help &
. . N A . - W= B o
(¢ 1 ) - (=] (B | O s Slpreets £ ¢ == 3
ckdress | @ hitp: {152, 1680 205 VWish Vb, himl v Do s *
Visitor Management
Logous @ Tremas = 3=
Filler @ 5 wesitors
- Visitor Al S B x
L b Lol Gender Cordhoider ... Company Cmgioyee 0 Job Tie. Department  Ofhce
Compary: = All isitors
Empicryee [D:
Job Tithe: e
Department: =
Usor Defing 01:
Usar Defing 02:
Lisor Dodfire 03: ~
Samch Clase -
Page 1l &> il 1 -1 01 1
Demands For Visit [l Wisitors]
x Semcn  Cord Musber - =
Vst Dute viak Tme Destination Potes Permizzion  Cord Mumber Check Check dut Deactrvati
< td
Page 1ot & i st o dsplay
Ressy
£ 0o 0 Interet

Figure 11-4
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11.2 Creating Accounts to Manage GV-VMWeb

The administrator can create multiple accounts with different privileges to manage each step
of granting access as shown below.

Create
visitor
profile

Specify time
& destination
of the visit

Verify and
grant
permission

Issue visitor
card

You can create a security staff account with privileges to create Visitor Data and Visit
Records, while another account with privileges to Verify visitors and Issue Card can be
assigned to a management staff. In this setup, the security staff can create a visitor profile
and a visit request for visitors, but the management staff needs to approve the visit and issue
a card to the visitor before the visitor can be granted access.

Note: You need to create a visitor card before you can issue a card to a visitor. To see how
to add a visitor card, refer to 4.3 Adding Cards.

To create accounts:

1. Onthe menu bar, click Tools and select Operators. This dialog box appears.

ASManager E|
bin]] Manager
({3 Guest
=] é_} User Password: o
9 & supervisar Level: User
gj.'} Superisor
ASManager ASRernote
Database Tool AS4eh WhWeh Taweb

[¥]5et Up Visitor Data
[¥]view visit Recard
[¥]Edit visit Recard
[¥] Approve visit
[¥]Permit Yisit

Data Group | Read | ‘Wrike | Executs %
Drata Group 9 r

Data Group 10 || [ [

Drata Group 11 ,_ ,_ |—

Drata Group 12 |— |— |—

Data Group 13 ,_ ,_ |—

Drata Group 14 ,_ ,_ |—

Data Group 15 [ [ [ v
< ¥
Figure 11-5
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To create an account, click the New button in the bottom left corner. This dialog box
appears.

Add Account g|

10
Password:

Password Confirmation:

Lewel: Supetvisar w
[ K l [ Cancel ]
Figure 11-6

Type the Supervisor’s ID and Password. Re-type the password in the Password
Confirmation field.

In the Level drop-down list, select Supervisor to have access to all GV-VMWeb
functions as shown in Figure 11-6. Click OK. To grant limited access, select User and
click OK.

Click the VMWeb tab.
Select the privileges you want to grant. The following options are available.
B Set Up Visitor Data: Create or edit visitor profiles.
B View Visit Record: Look up visit records in the past for each visitor.
B Edit Visit Record: Create or edit visits in GV-VMWeb.
B Approve Visit: Record the name of the account that approved the visit request.
B Permit Visit: Grant permission to allow the visit in GV-VMWeb.

B |[ssue Card: Assign a card to the visitor in GV-VMWeb. The Verify privilege must
also be allowed for the account to have access to this option.

B System Settings: Enable the Auto-Verify option under Setting drop-down list ==~

Click OK.
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11.3 Creating Visitor Profile

GV-VMWeb allows you to create visitors profile and grant different access to each visitor.

To create a visitor account:

1. Inthe Visitor section, click the New button. This dialog box appears.

ﬁg Visitor Settings pad

General | Home || Business | User Defined

First Name: & Middle Name: Last Name:

Display: v
Photo: Browse... || & %
Cards:

Card Number Card Code

oK Cancel

Figure 11-7

2. Inthe General tab, you can type the name of the visitor and click Browse to upload a

photo of the visitor. If you have a webcam installed, click the Webcam icon 2 to take a
picture from the webcam for the visitor profile. Any valid card number and card code for

the visitor will be displayed under the Cards section.

3. Inthe Home and Business tab, you can fill out other personal information about the
visitor, such as phone number, address, birthday and gender.

4. Inthe User Defined tab, customized field labels will be displayed. To see how to
customize the fields, see 4.6.4 Customizing a Data Field.

5. Click OK to save the visitor information.

Note:
1. The visitor profile created will be updated to the User List in GV-ASManager.

2. The webcam function requires Flash Player 10 or later.
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11.4 Granting Visitor Access

After the visitor's account is created, access permission can be granted to visitors using the
Demand for Visits section. In this section, you can specify the date and time of the visit,
assign an access card to the visitor and view visit record.

1. Select the visitor account in the Visitors section and click the New button in the
Demands for Visit section.

[=] pemands For Visit-  [Slydell Bob] ¥

() New Search: | Card Number w § ol
Visit Date Visit Time | Destination  Motes Approval Permit Card Number Checkin Check Out Deactivation Date Cardholder
07/25/2011[4| 10:00 |@ |Initech | Board Meeting | Lumbergh |% | # X |

Update Cancel
Page 1ot 1 .’: No data to dizgplay
Figure 11-8

2. Select a Visit Date and Visit Time to note the time when the visitor will be visiting.

3.  You can type a Destination and Note for your own reference.

4. Under Approval, click the ¢ button to note the name of the account that permitted the
access.

5. Select the Permit checkbox to grant access permission.

6. Click the Card Number drop-down list. This dialog box appears.

Card Number Card Type Card Status = Activation Date  Deactivation Date

1 152-16300 Visitor Active 1142412010 11/2412010 4:04:00 PK
2 000-00002 Vigitor Active 112472010 11/24/2010 4:04:00 PK
Page 1of1 .f}" Dizplaying 1 - 2 of
Setting
Deactivation: |1 hour later v
Date: B Time: v
Figure 11-9
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Note: You need to first create a visitor card before you can issue a card to a visitor. To see
how to add a visitor card, refer to 4.3 Adding Cards.

7. Select a visitor card to assign to the visitor and use the Deactivation drop-down list to
specify when the card will be deactivated.

8. Click the Update button to continue editing the Demand for Visit entry.

9. The Check-In time is the time when the Demand for Visit entry is created. After the
visitor has returned the visitor card, you can return to this visit record and select the
Check-Out checkbox to check out the card. You can also choose to automatically check
out the visitor card when the visitor presents the card at an exit door. Refer to Step 2:
Configuring a Door in Chapter 4 to see how to set up automatic check out.

[=] pemands For Visit - [Slydell Bob] ¥
@ New X Delete Search: | Card Number b yel
Vizit Date Vigit Time  Destination Motes Approval Permit = Card Number| Checkin Check Out Deactivation Date =~ Cardholder
07/25/2011 10:00 Initech Board Meeting | Lumbergh 244-29 07f25/2011 F] 07/25/2011 17:41 Slydell Bob
16:41:19
Update Cancel
Figure 11-10

10. Click the Update button to save the settings and the data will be updated to
GV-ASManager.
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GV-VMWeb

To search for visitors with certain criteria, type the visitor’'s information in the Filter section on
the left and click the Search button. The search results will be listed in the Visitors section.
You can also search visit records from the past by using the Search function under Demands
For Visit section. Use the drop-down list to search by Card Number, Destination, Notes or

User.
Filter «| | B visitors
| Yisitor Al Bihew SrEdit 3 Delete
Marme: b hlame « Gender Cardholder ... Company Employee I Departmert
Comparry: o All ¥isitors
Employes ID: 1 B Michael Wisitar enginesring
1ok Title: =5 2 G Peter Wisitor engineering
3 HSamir Wistor Engineering
Department:  engineering ot 2
R HER Page 1 of1 = Dizplaying 1 - 3 of 3
=] Demands For Visit - [G Peter] 2%
DMew 3 Search: | Card Number Fe
- - - . Card Mumber
wigit Date Wigit Time Destination Motes Permigsion Card Mumkb Check Out
Destination
Motes
Cardholder
Page 1 .af1 2 Mo data to display
Figure 11-11

11.6 Visitor Self Registration

Visitors can create a visitor account over the Internet and request permission to access the

premise.

The administrator needs to first set up the mail server on GV-VMWeb. The visitor will be able
to register a visitor account, activate the account and create a visit request. The visit request

will show up in GV-VMWeb for the administrator to grant or deny access.

Set up mail
server

Administrator

Register
a visitor
account

Visitor

Activate
visitor
account

Visitor

Create a
visit request

Visitor

Grant
permission

Administrator
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11.6.1 Setting Up Mail Server in GV-VMWeb
The administrator must first set up the mail server in GV-VMWeb. The mail server will be
used to send a confirmation e-mail to the visitor when they register an account.

1. Open an Internet browser, and type the IP address of the GV-ASManager to be
connected.

2. Click https:// and then VMWeb for SSL encrypted connection, or VMWeb for regular
connection.

3. Enter a valid username and password for login. The GV-VMWeb page appears.

4. In the top-right corner, click System Settings and select Visitor Web.

4 admin |4 System Sattings ~ | Logout

[ Auto-Permit
&;. Vigitor Web
B Themes 3

Figure 11-12
5. Under the Servers tab, set up the mail server.

[ {5 Visitor Web %/ |
Servers || Confirmation E-Mail Password E-Mail

Mail Server Information

SMTP Server Address: geovision.com.tw
Login Mame: adrmin

Login Password: seses

55L: F Port: 25

Web Server Information

HTTP Server Address: 152.168.0.171
Save Cancel
Figure 11-13

B SMTP Server Address: Type your mail server's URL address or IP address.
B Login Name / Password: Type the login name and password of the mail server.

B SSL: Select SSL if your e-mail server requires the SSL authentication for

connection.
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B Port: Keep the default port 25 or type a new port number for webmail providers that
may use different SMTP port such as Yahoo and Hotmail.

B HTTP Server Address: Type the IP address or the domain name of the
GV-ASManager.

6. Click the Confirmation E-Mail tab and type the Sender Name, Sender Address, Mail
Subject and Mail Message. After registering a visitor account, a confirmation e-mail will
be sent to the visitor and the visitor must click the activation link to confirm the account.

| {4 Visitor Web ><
Servers Confirmation E-Mail Password E-Mail
Sender Marne: Geo Admin
Sender Address: admin@geovision.com.tw
Mail Subject: Visitor Account Confirmation
Mail Message: Thank you for registering a visitor account. To activate your account,

click the link below.

Send Test Mail

Save Cancel

Figure 11-14

7. Click the Password E-Mail tab and fill out the information. The visitor will be able to
retrieve a forgotten password by clicking the “Forgot your password?” link at the login
page. An e-mail with the password will be sent to the visitor.
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11.6.2 Creating a Visitor Account

1. Open an Internet browser, and type the IP address of the GV-ASManager to be
connected. This web page appears.

{= GeoWebServer - Windows Internet Explorer |ZHE|[$__<|
OO~ [ nmroas %] <) (2 [£28

5 Favorites (& GeowebServer

|

Please use https:// to establish a secured connection (SSL).

For Internet Explorer 7 User:
Please ignore certificate error and click on [Continue to this website] to proceed.

° e
(. GeoUision:
Available Web services are listed bellow: -

ASWeb Access & Security Management
TAWeb Time and Attendance Management
Visitor Visitor

VMWeb  Visitor Management

£

Figure 11-15

2. Click https:/l and then Visitor for SSL encrypted connection, or Visitor directly for
regular connection. The Visitor Login page appears.

Visitor Login

E-Mail:

Password:

Login
Forgot your password?

Reqgister a visitor account

Figure 11-16

126



GV-VMWeb

3. Click Register a Visitor Account. This window appears.

Back to the login page

Register a Visitor Account

E-Mail Account: Lumbergh@geovision.com.tw
Password: csssse
Re-type Password: ssssse
Word Verification: Type the characters you see in the picture below.
aAFg
QQ_p;;.Ff 2
QQPkHaAFB2
Submit
Figure 11-17

4. Type the e-mail address and type a password for the visitor account.
5. Type the characters for word verification.

6. Click Submit. A confirmation e-mail will be sent to the e-mail address shortly. Click the
activation link in the e-mail to activate the visitor account.

11.6.3 Creating a Visit Request

After the visitor account is activated, the visitor can now log into his or her account to create a
visit request.

1. Open an Internet browser, and type the IP address of the GV-ASManager to be
connected. A web page appears.

2. Click https:/l and then Visitor for SSL encrypted connection, or Visitor directly for
regular connection. The Visitor Login page appears.

3. Type the visitor account and password, and click Login. This window appears.

4 Lumbergh@geovision.com.tw [] w Password Change &Visrtur Setting Logout
@) Add Visit
Visit Date Wisit Time Notes Permit Check In Check Out
-
Page 1|of1 & No data to dizplay
Figure 11-18
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4. Click the Visitor Setting button to complete the visitor profile. Refer to Creating Visitor

Profile earlier this chapter for more details.

5. Click the Add Visit button. This dialog box appears.

| Add visit
Visit Date: 2011/07/27 3
Visit Time: 10:00 &
MNotes: Board Meeting

Save Cancel

Figure 11-19
6. Specify the planned visit date and time.

7. Click Save.

When the administrator logs into GV-VMWeb, he or she can click the visitor's name to see

the visit request submitted.

.
W

=] pemands For Visit - [Lumbergh Bill]

&) New Segrch: | Card Number B g o)
Visit Date « isit Time = Destination MNotes Approval Permit  Card Mumber | Checkin Check Out Deactivation Date Cardhelder
1 08/2%2011 10:00 Board Meeting .(:’ Lumbergh Bill
- ] : : .
Page 1|of1 M Dizplaying 1 -1 of 1
Ready

Figure 11-20
The administrator can double-click the visit request to grant access and assign visitor card to

the visitor.
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Chapter 12 License Plate Recognition

The License Plate Recognition functions allow GV-DSP LPR and GV-DVR LPR to grant
access when the detected license plate numbers match the vehicle registered in
GV-ASManager's database. GV-ASManager can connect with up to 255 GV-DSP LPR and /
or GV-DVR LPR, which can recognize license plates detected in the connected cameras.

Plate Recognition Setting & Database
ﬁ

Analog Camera
GV-DSP LPR

I

T

- o i
Ih [ | I : GV-ASManager V4.0
Analog Camera g ch 2 F I
ﬁ i ij - x P
LPR e .=

— .D Recognition
g' = GV-DVR LPR
]

Computer installed with
e (GV-System

e LPR Plugin e
e GV-USB Dongle ~

IP Camera

Figure 12-1
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Main Screen

A ASmanager - [LPRt Mandtar]
B Fle  Motoery  Vew  Sehp  Perionvel  Language  Took  Window el
14 BTES OGN B0 Tad @

£ LR Maeniter |

Statin

Coneecting.

Camera List LPR Monitor
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¢ >
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12.1 Installing GV-DVR LPR

A GV-System V8.5.5.0 or later can be turned into a GV-DVR LPR simply by installing the
LPR Plugin supplied in the Software DVD and by inserting an LPR Dongle.

12.1.1 System Requirements

Before setting up GV-DVR LPR, make sure the PC meets the minimum system requirements.

Number of LPR Channels | 1-4 Channels 5-8 Channels

oS 64-bit Windows 7 / Server 2008

CPU Core i5 2400, 3.1 GHz Core i7 2600, 3.4 GHz

Memory 2 x 2 GB Dual Channels

Hard Disk 500 GB

VGA AGP or PCI-Express, 1280 x 1024 , 32-bit color and support
DirectX 10c

DirectX End-User Runtimes (November 2008)

Software .NET Framework 3.5
SQL Server 2005 Express (optional)

Browser Internet Explorer 7.0 or later

GV-System V8.5.5.0 or later

Note:

1. The software programs End-User Runtimes (November 2008) and .NET Framework 3.5
are required to run the GV-ASManager. The software programs can be found in the
supplied software DVD.

2. Itis recommended to use separate PCs for GV-ASManager V4.0 and GV-DVR LPR.
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12.1.2 Installing LPR Plugin

1. Insert the supplied Software DVD to your computer and a window pops up automatically.

Q GeoUision: ?}@

Install LPR Plugin [Only For 1. Install or Remove GeoVision GV-Series Driver __f.. B |
Geovision ¥8.5.5.0 System]

(o]

. Install Directx 9.0c

[t

. Install Microsoft Direct< End-User runtimes [November 2008)

F-3

. Install Microsoft .NET Framework 3.5

o

. Install GeoYision ¥4.0.0.0 Access Control System

6. Install LPR Plugin [Only For Geovision ¥8.5.5.0 System]||

-

. Browse User's Manual [PDF Format]

(=]

. Download Adobe Acrobat Reader

Figure 12-3

2. Select Install LPR Plugin and follow on-screen instructions to complete the installation.

12.1.3 Inserting LPR Dongle

An LPR Dongle needs to be inserted to the computer of the GV-System. Both internal and
external dongles are available. The dongle options include 1, 2, 3, 4, 5, 6, 7, 8 channels.

The following types of USB Dongle are supported:
e GV-LPR with GV-System (Black, Blue)

¢ GV-LPR with Video Capture Card (Black, Blue)

Note: When multiple LPR dongles are inserted, the dongle that supports the most number
of channels will be applied. The number of channels supported on each dongle will not be
combined.
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12.1.4 Accessing Recognition Results on GV-DVR LPR

LPR Plugin comes with a tool that allows you to access the snapshots and recognized plate
numbers of the detected license plate. When installing LPR cameras for the first time, you
can use this tool to see the recognition results and make sure the cameras have been set up
correctly.

1. Open the folder of the GV-System and click TestRecogPicView.exe. This dialog box

appears.

B estRecogPicVi., (e |

Show

Figure 12-4

2. Click Show. The upper row is the live view of channels 1 to 4 and the lower row shows
the snapshots of any license plates detected. The recognized plate numbers are
displayed under the snapshots.

4XXF449 4)XF449 4XXF449 4)0(F449 Close

Figure 12-5
3. To see the results from channels 5 to 8, click Switch Page to switch to page 2.

4. To manually force the GV-DVR LPR to detect license plates, click the channel number

buttons |L| on the right. You may need to switch to the correct page first to see the
recognition results.
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12.2 Setting Up GV-DVR LPR

To set up GV-DVR LPR, follow the requirements listed in 12.1 Installation and then follow the

steps below:

e Step 1l Enabling LPR Functions on GV-DVR LPR
Enable the recognition cameras and/or the overview cameras on GV-DVR LPR.
e Step 2 Adding GV-DVR LPR to GV-ASManager
Establish the communication between GV-ASManager and GV-DVR LPR.
e Step 3 Configuring a Channel
Set up the related cameras and the recognition conditions of the channel.
e Step 4 Setting Recognition Engine

Select a recognition engine and customize the recognition rules.

Note: For optimal results, the recognition cameras should be cameras specialized for
license plate recognition, such as GeoVision's GV-LPR Cam 20A, GV-LPR Cam 10A, and
GV-Hybrid LPR Cam 10R.
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12.2.1 Step 1: Enabling LPR Functions on GV-DVR LPR

To enable license recognition on GV-DVR LPR, click the Configure button, select Video
Analysis, select License Plate Recognition to access the following LPR related functions.

LPR. Service License Plake Recognition

Owerview Image Service Camera Popup Setting
ZaunkerIntrusion Alarm Setking
Object Index/Monitor Sekting
Privacy Mask Setting

LPR Dongle : 2 ports Adwvanced Mokion Detection Setting
Swstem Contigare ¥

Auko Stark LPR Service
Auko Stark Owverview Imnage Service

Scene Change Detection Setting

Yideo &naly Video Lowpass Filker Setting

Accessaries
&/ Setting
Tools

L T

Figure 12-6

m LPR Service: Enable recognition of license plates detected in the Recognition Camera.

m  Overview Image Service: Allow GV-ASManager to use cameras connected to the
GV-System as overview camera.

m  Auto Start LPR Service: Automatically start LPR Service at GV-System Startup.

m  Auto Start Overview Image Service: Automatically start Overview Image Service at
GV-System Startup.

Note: Make sure the LPR dongle is inserted to the computer of the GV-System.
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12.2.2 Step 2: Adding GV-DVR LPR to GV-ASManager

1. On the menu bar, click Setup and select Devices. This dialog box appears.

Dewice List
@ e @ e
1D Controller Tupe D LFPR Type

Figure 12-7

2. On the right LPR side, click the Add button ). This dialog box appears.

Please Enter ID @
D 1
M arre: LPR 1
Tope DWR-LPR
Figure 12-8

3. Type an ID number and Name for the LPR.

4. Use the drop-down list to select DVR-LPR.
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5. Click OK. This dialog box appears.

LPR Setup

General Setup | Lane 1 | Lane 2 | Lane 3 | Lane 4 | Lane 5 | Lang 6 | Lane 7 | Lane 8

General
Dewice |D: 1 Type: CWR-LPR
Device Name : LFR 1
[rata Group: Mo Groups -
Connection
Address : D Camera it
Uspe 1 Camera 1
2 Carmera 2
Pazzword : 3 Camera 3 L
4 Camera 4 3
Cornmand Part : 3388 5 Camera 5
Data Fort : BG11 e Enees
7 Camera 7
Log Port : 5552 8 Camera &
3 Camera 3
Murnber of Cameras : 32 - 10 Carmnera 10
1Al Carnera 11
12 Camera 12
13 Camera 13
14 Camera 14
15 Camera 15 il
(] 3 ] | Cancel
Figure 12-9

6. Assign the GV-DVR LPR to a Data Group if needed or select No Groups to disable the
data group function. You can then allow or forbid a user to read / write / execute the

functions assigned under the data group. Refer to Adding a New User in Chapter 7 for

more details.

7. Under Connection, type the IP Address, User name and Password of the GV-DVR LPR.

8. You can modify the following settings if necessary.

Command Port: The default command port is 3388.

Data Port: The default data port is 5611.

Log Port: The default log port is 5552.

Number of Cameras: Select the number of cameras supported by the GV-System.

Camera Name: On the right side of the dialog box, select a camera to modify the

camera name.
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12.2.3 Step 3: Configuring a Channel

1. To configure the channel, select a Lane tab. This dialog box appears.

[ LR setup - =)

|Gene|aISe1up| Lﬂn31_|Lan32|Lane3|Lane-i|Laneﬁl LaneﬁlLaneTILaneB|

General Recognition Region Setup
[¥] Enable Recognition: A -2
Lane Name: Lane 1
ne Motion Detection: & +| | None
Recognition Camera: ICamem 1 - |
Overview Camera: ’Carnem 'I % |
ICamem 4 'l
ICamem 3 ']
Drive Direction: Ilncomirlg 'I

Recognition Setting

Recognition: [ By motion detection -

Matching Mode: [ A1 Chamcters Match -]

Sensitivity:

0 5
1 10
Bamier Cortrol: Module 1 - Qutput 1 i
[ Do net record unrecognized results
Sync from DVR-LPR | [ ok || Cancel
Figure 12-10

2. Select Enable.

Note: To apply the current settings of the connected GV-DVR LPR, click Sync from DVR
LPR and skip to step 9.

3. Select a camera connected to the GV-System to be the Recognition Camera.

4. Select up to three Overview Cameras to capture the overall appearance of the vehicle.
The overview camera must be connected to the GV-System.
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5. Configure the Recognition Settings:

B Recognition: Select to start license plate recognition upon motion detection or
I/O trigger.

B Matching Mode: To open the output device specified in Barrier Control only when
the detected license plate matches a registered license plate completely, select All
Characters Match. When Allow 1 mismatched character or Allow 2
mismatched characters is selected, 1 or 2 mismatched characters will be
tolerated and the order of the characters will be ignored. For example, license plate
ABC-123 will be considered matching with ZZC-321 when Allow 2 mismatched
characters is selected.

B Sensitivity: Adjust the sensitivity level for motion detection.
6. Set the Recognition Region if needed:
B Recognition: Only license plates inside the area drawn will be recognized.

®m  Motion Detection: Use the drop-down list to place a Horizontal and / or a Vertical
line on the camera view and adjust the position of the line by dragging the slider.
Recognition upon motion will only be triggered when motion is detected on the line.

7. Use the Barrier Control drop-down list to select an output device. The output device will
be triggered when the detected license plate matches a registered license plate according
to the Matching Mode set in step 5.

8. Select Do not record unrecognized results to omit unrecognized results from LPR log.

9. Click OK to apply the settings and return to the main screen. An LPR folder tree will be
displayed on the Device View window as example below.

If the icon == appears, it indicates the connection between the GV-DVR LPR and
GV-ASManager has been established.

If the icon =#= appears, it indicates the connection failed. Make sure the above
connection setup is correctly configured.

16:1E v |

LPR Status

- g! TESTGE-AZ264250

v CLLPR1

}}. 1: Lane 1
}} 2: Lane 2
B 3ilane 3
2 4 Lane 4
2 5ilanes
D oeilanes
D Tilane 7
J) silanes

Figure 12-11
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Note:

1.
2.

The Overview Cameras need to be set to round-the-clock recording on GV-System.

To ensure optimal performance, the total number of Overview Cameras supported in a

GV-System is limited based on the resolution of the overview cameras:

Overview camera: D1 = maximum 16 overview cameras

Overview camera: 1 MP = maximum 8 overview cameras
Overview camera: 2 MP = maximum 4 overview cameras
Overview camera: 3 MP = maximum 3 overview cameras
Overview camera: 4 MP = maximum 2 overview cameras

Overview camera: 5 MP = maximum 1 overview camera

To open a gate when the detected license plate is recognized as a registered vehicle:

a.

Set up I/0O devices on the GV-DVR LPR (Configure button > Accessories > I/O
Device > 1/0 Device Setup). Refer to 6.1 1/0 Device Setup on the DVR User’s
Manual to see how to set the gate as the output device.

Select the output device under Barrier Control.
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12.2.4 Step 4: Setting the Recognition Engine

For more accurate license plate recognition, select a recognition engine according to the
country of the license plate and customize the recognition rules if needed. On the menu bar,
click Setup and select LPR Engine.

PR Setting 3]

Log P

fax, number of logs per folder 299

tax, number of lines per log file 33

Debug

Log: APL Enable

Log: Recognition Disable

Log: Fecognition upon IO trigger Dizable

Log: Recognition watchdog Dizable

Log: Wideo input Disable

Log: Resulk export Dizahle

Log: FP3 Disahle

Saving image: Unidentifiable image Disable

Saving image: Identifiable image Disable

Saving image: Min, free space(MB) Z04a

Saving image; number of images per Folder 1000

Recognition Engine

Zounkry Global

Yersion &015

Recognition loop number 10

Max. characters Q

Min. characters 4

Max. character height(pixel) Z00

Min. character heightlpixel) 1z

Enable rotation detection Enable

Enable Fast rokation detection Disable

Max, rokation deteckion angle 15

Iin. rokation detection angle 15

Enable Slant detection Enable

Max, Slant detection angle 10

tin. Slant detection angle 10

Detect 2 line license plate Dizable

Detection number of license plates 1

Default plate background color Light

Trewert nlate hackornond colnre Friahl= b
[ [o]'4 ] Default Cancel

Figure 12-12

[Log] [Debug] Settings in Log and Debug sections change how and what information is
stored for debug purposes.

[Recognition Engine]

m  Country: Select a recognition engine. Select Global if the country is not listed.

m  Version: Display the current engine version.

m  Recognition loop number: Repeat recognition for the number of times specified.

m  Max./ Min. characters: Set the maximum or minimum number of characters on the
license plate to activate the recognition process. If the number of characters exceeds the
maximum or is under the minimum, the system will not start the recognition.
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m  Max./ Min. height of characters: You can set the maximum and minimum height of
characters on the license plate in pixels to activate the recognition process.

m  Enable rotation detection: License plates tilted horizontally can be detected.

m  Enable fast rotation detection: This option can increase the recognition speed by 10 %
but decrease the accuracy by 3%.

m  Max./ Min. rotation detection angle: Set the maximum and minimum tilt angle to be
allowed to activate the recognition process.

m  Enable Slant Detection: License plates tilted vertically can be detected.

m  Max./ Min. slant detection angle: Set the maximum and minimum tilt angle to activate
the recognition process.

m Detect 2 line license plate: This option can recognize two rows of characters on license
plates. Note this option is only available on the engine version of V5000 or later.

m  Detection number of license plates: Set the maximum number of plates to be
recognized simultaneously.

m Default plate background color: select Light to only recognize plates with white
characters on dark background or select Dark to only recognize plates with dark
characters on white background. This function is only supported when Global or China is
selected for Country.

m Invert plate background color: Select Enable to invert plate color when the license
plate cannot be recognized. This function is only supported when Global or China is
selected for Country.

m  Replace 1 with I: Always identify the character “1” as “I” (letter I).
m  Replace I with 1: Always identify the character “I” as “1” (one).
m  Replace zero with O: Always identify the character “0” as “O” (letter O).

m  Replace Q with zero: Always identify the character “Q” as “0” (zero). Note this option is
only available on the engine version of V5000 or later.

m License Plate Rule: You can customize up to six license plate rules and the recognized
plates will be converted similar character to follow the rule. The rule must be between 4
and 9 characters and consists of “A” (Alphabets), “D” (Numeric digits) and “X” (Any). For
example, if the rule is AA-DDDD, a license plate detected as XY-123A will be converted
to XY-1234 to follow the rule. The rule will be ignored if none of the detected plate
numbers follow the rule.

Note: After clicking OK, the modified settings will be applied after 10 seconds.
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GV-DVR LPR V4.0 only supports the following versions of recognition engines:

No. | Country Engine Version | No. | Country Engine Version
1 Argentina 6.0.1.5 22 Israel 3.1.2.1
2 Australia 42.1.0 23 Italy 6.0.0.2
3 Austria 6.0.1.5 24 Malaysia 6.0.0.3
4 Belgium 6.0.0.6 25 Mexico 4.0.4.8
5 Brazil 6.0.1.0 26 New Zealand 6.0.0.5
6 Bulgaria 6.0.1.3 27 Norway 6.0.1.1
7 Canada 4.0.4.0 28 Poland 6.0.1.5
8 Channel Islands | 4.0.3.8 29 Portugal 6.0.1.5
9 Chile 3.2.0.8 30 Russia 6.0.1.5
10 China 4.2.1.3 31 Serbia 4.0.3.8
11 Columbia 4215 32 Slovakia 6.0.0.8
12 Croatia 4.0.3.8 33 Slovenia 4.0.3.8
13 Cyprus 4.0.3.8 34 South Africa 6.0.0.9
14 Czech 6.0.1.5 35 Spain 6.0.1.4
15 France 6.0.1.5 36 Taiwan 4.0.3.9
16 Germany 6.0.1.5 37 Thailand 5.6.0.8
17 Global 6.0.1.5 38 Turkey 4.0.3.8
18 Hong Kong 6.0.1.2 39 UAE 2.3.0.8
19 Hungary 6.0.1.5 40 UK 6.0.1.5
20 India 42.1.1 41 USA 4.2.1.2
21 Ireland 6.0.1.5 42 Vietnam 42.1.0
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12.3 Setting Up GV-DSP LPR

To set up GV-DSP LPR functions on the GV-ASManager, follow the steps below. Note that
GV-ASManager V4.0 is only compatible with GV-DSP LPR firmware V2.0.

e Step 1l Enabling Connection with GV-ASManager on GV-DSP LPR
Enable connection with GV-ASManager on GV-DSP LPR.
e Step 2 Adding GV-DSP LPR to GV-ASManager
Establish the communication between GV-ASManager and GV-DSP LPR.
e Step 3 Configuring a Channel

Set up the related cameras and the recognition conditions of the channel.

12.3.1 Step 1: Enabling Connection with GV-ASManager on GV-DSP LPR

To enable connection with GV-ASManager on GV-DSP LPR, first make sure a mini or micro
SD card is inserted to the GV-DSP LPR and formatted. Next, log in the Web interface of the
GV-DSP LPR and follow the steps below.

1. Inthe left menu under Events and Alerts, select Registry Database. This dialog box
appears.

Registry Database Setting
Registry Database
In this section you can set registry database and compared mode.

Enable Registry Database

Registry Database Comparison | Complete (Al Characters Match) K4
Figure 12-13

2. Select Enable Registry Database.
3. Use the Registry Database Comparison drop-down list to select one of these options:

B Complete (All Characters Match): Detected license plate must match a registered
license plate completely.
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B Like (One Character Mismatch): 1 mismatched character will be tolerated and the
order of the characters will be ignored. For example, license plate ABC-123 will be
considered matching with ZBC-321.

B Somewhat Like (Two Characters Mismatch): 2 mismatched characters will be
tolerated and the order of the characters will be ignored.

4. Click the Apply button.

To set the Recognition Engine and recognition conditions, recognition sensitivity for example,
refer to the Detection Mode and Recognition Engine Settings in Chapter 4 of the GV-DSP
LPR User Manual.

To open a gate when the detected license plate is recognized as a registered vehicle, refer to

4.2.2 Output Setting on the GV-DSP LPR User Manual to see how to set the gate as the

output device.
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12.3.2 Step 2: Adding GV-DSP LPR to GV-ASManager

1. On the menu bar, click Setup and select Devices. This dialog box appears.

Dewice List

@e @ e
1D Controller Type D LFPR Type
Figure 12-14

2. On the right LPR side, click the Add button . This dialog box appears.

Please Enter ID [g|
M arme: ||-F'H 2 ‘
Tupe |DSF'-LF'H

Figure 12-15

3. Type an ID number and Name for the LPR.

4. Use the drop-down list to select DSP-LPR.
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5. Click OK. The LPR Setup page appears.

LPR Setup

®

| -E.x:eneralé.e.tﬁp i.Lane'l

General
Device ID: R Type: [osPLPR
Device Mame : ELF'I-:H 2 |
Data Group: Mo Graups v'
Connection
Address : ' 192.168.0.53 |
Lser: :_adEm |
Password : E_...o | |
Https Part ; [43 |
V55 Part: [oooo |
Nurmber of Cameras : '17v

Ok l I Canicel

Figure 12-16

6. Assign the GV-DSP LPR to a Data Group if needed or select No Groups to disable the
data group function. You can then allow or forbid a user to read / write / execute the

functions assigned under the data group. Refer to Adding a New User in Chapter 7 for
more details.

7. Under Connection, type the IP Address, User name and Password of the GV-DSP LPR.
8. You can modify the following settings if necessary.
B Https Port: The default Https port is 443.

B VSS Port: The default VSS port is 10000.
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12.3.3 Step 3: Configuring a Channel

1. To configure the channel, select the Lane 1 tab. This dialog box appears.

LPR Setup '

| General Setup | Lane 1

General Fecognition Region Setup
) ; Recognition HES
are Name: Lane 1
£ Motion Detection:

Fecognition Camera: Camera 1 Bt
Overview Camera: [DvR1M13216853.31), Camera 1 |

I MHone ']
Playback Camera [ CWR1(192.168.59.31). Camera 1 v]

Dirive Direction: Incoming s

'g Fecognition Setting

Fecagnition:

Matching Mode:

Sensitivity:

Barrier Contral:

Ok ] I Cancel

Figure 12-17

2. Select Enable.

3. Select up to three Overview Cameras to capture the overall appearance of the vehicle.
The overview camera must be connected to a GV-System and the GV-System needs to
be added to the camera list:

a. Right-click the GV-System in the Camera List and select Settings.
b. Click the Add button and select Add DVR Mapping.
c. Type the connection information of the overview camera and click OK.

4. Select a Playback Camera, usually the same camera as the Recognition Camera. The
playback camera also needs to be connected to a GV-System and the GV-System needs
to be added to the camera list. You can select an event in the monitor window, and
GV-ASManager will play back the camera view recorded at the time of the event. Refer to
Retrieving Recording Video in Chapter 5 for details.

5. Click OK to apply the settings.
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interface of the GV-DSP LPR. Refer to the Recognition Engine Settings section in Chapter 4
of the GV-DSP LPR User Manual.

Note:

1. The Playback Cameras need to be set to recording on GV-System in either

round-the-clock mode or upon motion detection.

2. The Overview Cameras need to be set to round-the-clock recording on GV-System.

3. To ensure optimal performance, the total number of Overview Cameras supported in a

GV-System is limited based on the resolution of the overview cameras:

Overview camera: D1 = maximum 16 overview cameras

Overview camera: 1 MP = maximum 8 overview cameras
Overview camera: 2 MP = maximum 4 overview cameras
Overview camera: 3 MP = maximum 3 overview cameras
Overview camera: 4 MP = maximum 2 overview cameras

Overview camera: 5 MP = maximum 1 overview camera
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12.4 Adding Vehicles

Once you have set up the GV-DVR LPR or GV-DSP LPR, you will need to create a vehicle
database. The detected license plate number must match the license plate number of a

registered vehicle before access can be granted.

1. There are two ways to add a vehicle:

150

When an unregistered vehicle is detected, the message Plate Recognized:
Unregistered Vehicle is displayed. Right-click the message and select New / Edit
Vehicle. The Adding a New Vehicle dialog box appears with the detected license
plate number (Figure 12-7).

On the menu bar, click Personnel and select Vehicles. This dialog box appears.

2 Vehicle List (=03
a2 & -4 ¢
&= = =
: Mew Edit Delete Impork Expor Refresh
i Search by !License Plate V| | | | Auko Select ! Filter Vigw
License Plate User Brand Model Color Ticket Wehicle Sta,..  Activation Date Deactivation Date Access Group

Tatal Vehicles: 0

Figure 12-18
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2. Click the New button on the toolbar. This dialog box appears.

Adding a New Vehicle

)

User | |

License Plate: 481234 |

Brand: | “ |

kodel: | “ |

Color: |B|ack b | H—x
| =

Ticket: || w |

Yehicle Status: |Active hd |

Activation Date; | 3M19/202 w |

Time: | 19:44 =

[ ] Deactivation Date: | |

Tirne: | |
Access Group: | Default hd |
~ LPE 1
Lame 1 24-hiour restricked
D ata Group: Mo Groups v | oK I ’ Cancel

Figure 12-19

3. The settings are available for the card:

User: Assign the vehicle to a user.

License Plate: Type the license plate number of the vehicle.

Brand / Model / Color: Specify the brand, model and color of the vehicle if needed.
Ticket: You can type a note for your own reference.

Vehicle Status: Set the vehicle status to be Active or Inactive. The Deactivation
Date, if enabled, will override the selection here.

Activation/Deactivation Date: Specify a time to activate and deactivate the vehicle
access.
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Access Group: Access Groups control which vehicle can access which channel and

at what time. For details, see 4.5 Setting Access Groups.

For first-time users of the GV-ASManager, the access group is not yet established.

LPR: The LPR column displays the associated channels. The selection for each

channel will be automatically brought up if an access group was selected.

When setting up LPR functions for the first time, select 24-hour access for each

]

Select User Define for test run.
||

channel for test run.
]

Data Group: Assign the vehicle to a data group or select No Groups to disable the

data group function. You can then allow or forbid a user to read/write/execute the
functions listed under the data group. Refer to Adding a New User in Chapter 7 for

more details.

To assign multiple vehicles to a user, click Personnel on the menu bar and select Users.
Next to Vehicle List, click the Add button to assign vehicles to the user.

User Setup

Gereral | Home | Business | User Defing | Fingerprint || Scan
Firgt M arne: iddle Mame:

Mambre

Diizplay:
Apelido Mombre

Employee [D:

s | |M21634587

Card List:

Lasgt Marne:
Apellido

[032] 3463554359

‘Yehicle List:

[ 5end SMs

Data Group:
Mo Groups

’ Cancel

Figure 12-20

You can also import and export vehicle data in mdb or xIs format. Refer to 4.3.3 Importing /

Exporting Card Data for similar settings.
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12.5 Monitoring LPR Activities

12.5.1 LPR Device View

The LPR Device View displays the connection status of the connected LPRs. To open the

LPR Device View, click View on the menu bar and select LPRs.

PRs
(16416
LPR

~ B TESTe-AZ56AZE0
= LPR 1

v o

|

Skatus

B tilanet
j} 2 lane 2

}} 3 lane 3
}} 4: Lane 4
H. Silane 5
‘&. & lane f
j}. 7ilane 7

j} g Lane d

Figure 12-21

Right-click an LPR to access the following options:

Name Function

Reconnect Reconnects with the LPR.

Sync LPR After modifying the LPR settings, clicking Sync LPR will renew the
settings immediately.

Settings Accesses the LPR setup dialog box.

Right-click an LPR channel to access the following options:

Name

Function

Unlock Door

Opens the gate barrier for the time period specified for the output
device. Make sure the gate barrier has been set up as the designated
output device. For GV-DVR LPR, refer to the Barrier Control option in
12.2.3 Step 3: Configuring a Channel. For GV-DSP LPR, see the
Output Setting section in Chapter 4 of the GV-DSP LPR User Manual.

Settings

Modifies the controller settings in the Controller Setup dialog box.
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12.5.2 Monitoring Windows

To monitor LPR activities, click Monitoring and select New LPR Monitor. This dialog box

appears.

=% PR Monitor,

4
Message Lane Local Time: License Plate »~

Recog...

i gnized: Unre vehicle  Lane 1 9f20/2012 4;38:01 PM 244 LaF1244 =
.i,)'PIate Recognized: Unregistered Yehicle  Lane 1 Qf20/2012 4;38:02 PM MAADZ4S MaA0Z43
j‘JPIate Recognized: Unregistered YWehicle  Lane 1 Q202012 4:36:15 PM MAADSIES MAA0SIS
j‘JPIate Recognized: Unregistered YWehicle  Lane 1 QIZ0/2012 4:35:21 PM MAADSSH MAaA0SSE
j,)'PIate Recognized: Unregistered YWehicle  Lane 1 AZ0Z01Z 413523 PM MALOSSG MAA0554
j,)'PIate Recognized: Unregistered YWehicle  Lane 1 QIZ0f2012 4:35:28 PM mAA0S5S MAA0559
.i,J'PIate Recognized: Unregistered YWehicle  Lane 1 QIZ0f2012 4:35:30 PM mAA0S5S MAA0559
j‘JPIate Recogrized: Unregistered Yehicle  Lane 1 Q202012 4:38:32 PM hAAOSSS MALOS5S
j‘JPIate Recogrized: Unregistered Yehicle  Lane 1 Q202012 4:38:34 PM hAAOSSS MALOS5S
.i,)'PIate Recognized: Unregistered YWehicle  Lane 1 9f20/2012 4:38:36 PM MAADSED MAA0SED
.i,J'PIate Recognized: Unregistered Yehicle  Lane 1 Q202012 4:38:41 PM MAADSED MAA0SED
.i,J'PIate Recognized: Unregistered Yehicle  Lane 1 Q202012 4:38:43 PM MAADSTO MAA0SF0
.i,)PIate Recognized: Unregistered Yehicle  Lane 1 QI20/2012 4:38:47 PM MAADSTO MAA0S70
.i,)PIate Recognized: Unregistered Yehicle  Lane 1 Qf20/2012 4:38:48 PM JELCT JELCT
.i,)'PIate Recognized: Unregistered Yehicle  Lane 1 Q202012 4;358:49 PM MAADST MAaA0S7a
.i,J'PIate Recognized: Unregistered YWehicle  Lane 1 Q202012 4;35:51 PM MAADSTY MAA0S7a
j‘JPIate Recognized: Unregistered YWehicle  Lane 1 Q202012 4:39:01 PM MAADSES MAA0SES
j,)'PIate Recognized: Unregistered YWehicle  Lane 1 AZ0Z012 4:39:07 PM MALOSES MAA05ES
j,)'PIate Recognized: Unregistered YWehicle  Lane 1 Q202012 4:39:09 PM MALOSEE MAA0555 "
Tiles | Thumbnails
Figure 12-22

For details on the Monitoring Windows, refer to 3.3 Monitoring Windows.
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12.6 Receiving Notifications for LPR Activities
When alarm conditions occur, the system can automatically send e-mail and SMS alerts to

one or multiple recipients.

To set up LPR notifications, click Tools, select Notifications, and click the LPR tab. This
dialog box appears. Select an event to start setting up alert methods.

Notification Setting [z|
Access | Event I LPR |
Flate R oot Freisteied et [#] &l Lanes Flate Recognized: Aegistered Yehicls
ate Fecognized: Redistered Yehicle
E| =Sl
Flate Recognized: Registered Vehicle(lrealid 5chedule) i L L v
Flate Fecognized: Unregistered Vehicle 2@ @ AILERS: Allarios Irvoke Alarm
Flate Fecognized: Unregistered Vehicle{lnvalid Schedule) |Siren v | B

Flate Not Recognized

[ 5end E-Mail &lert
] Send 5M5 Alert

Trigger Recording
5 | Second(s)

] Popup Messag

|

Al socess Groups
% All Aecess Groups

Server Configuration

’@ Mail Server ll% SM3 Server

Figure 12-23

For detailed settings, refer to 7.2 Notification Setup.
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12.7 GV-ASWeb for LPR Functions

Using GV-ASWeb, you can connect to GV-ASManager over network and remotely access

the following LPR functions:

e LPR List: Adds and deletes GV-DVR LPR or GV-DSP LPR to / from GV-ASManager.
e Vehicle List: Adds, deletes, edits and searches vehicles.
e LPR Log: Searches records of license plate detected and playes back recordings.

e Access Group Setup: Sets up access groups to restrict who can access which channels

at what time.

Refer to 9.1 Connecting to GV-ASManager to see how to log into GV-ASWeb.
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12.7.1 LPR List

You can use LPR List to remotely add and delete a GV-DVR LPR or a GV-DSP LPR to
GV-ASManager, set up channels and delete an LPR.

b
1. On GV-ASWeb, click the LPR List icon EEZEEES. This window appeatrs.

& LPRList

@ Q) 1"‘{ Information

Lane
Mo items for display.

£2 1:DSPLPR 01 (1/1 Lane)
DSP_LPR

1%’ Lans 1

f_.I:'_a

Page 1lof1

Figure 12-24

2. Click the Add button 2 to add an LPR. For details on the settings, see 12.2.1 Adding
GV-DVR LPR to GV-ASManager and 12.3.1 Adding GV-DSP LPR to GV-ASManager.

3. To set the individual channels, click the Edit button < and select a channel. For
details on the configurations, refer to 12.2.2 and 12.3.2 Configuring a Channel.

4. To delete an LPR, select an LPR and click the Delete button @,

Note: After adding or deleting an LPR through GV-ASWeb, the change will be reflected in
the LPR List in GV-ASManager.

157



Q GeoUision:

12.7.2 Vehicle List

Vehicle List allows you to remotely add, search, edit and delete vehicles.

1. On GV-ASWeb, click the Vehicle List icon KEiI=SE=].

2. Click the New button . This dialog box appears.

[ Adda velice BEE
I Vehicle :AI

Cardholder: Rohit Zutshi &

License Plate: 12345678 Photo: (= @, 2|

Brand: e

Model: 2,

Color: b

Ticket: o 3

Vehicle Status: Active w

Activation Date: 09/20/12 (4

Time: 12:00 >

[] Deactivation Date

Time: el

Data Group: Mo Groups d

Access Group: Default ¥

Lane Schedule

= &2 DSPLPRO1 (1 lane)
» Lane 1 24-hour restricted

e

OK Cancel

Figure 12-25
3.  Fill out the required information. Refer to 12.4 Adding Vehicles for more details.
4. Click OK to save the settings.

5. To delete a vehicle, simply select the vehicle and click the Delete button.

Note: After adding, editing or deleting a vehicle through GV-ASWeb, the change will be
reflected in the Vehicle List in GV-ASManager.
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12.7.3 LPRLog

Using LPR Log, you can set search criteria to look up a record, see snapshots of detected
license plates and play back recorded videos.

Setting Search Criteria
In the Filter section on the left, set the search criteria and click the Search button.

For example, we want to search for records that match the log message of “Unregistered
Vehicle”, license plate number “FM-0505", and detected by LPR 1 this month. The resulting
filter window may look like this.

= LPR Log —3%
= -
Filter had Export: TXT This Page oK
. N Mezzage Recognized ... License Plate Lane Local Time
Message: | Plate Recognized: Unn =) L L
Lane: |LPR1 hd
Date Period: | This Month »

Start Date:
End Date:

4 | Vehicle

[] Fuzzy Matching
Recognized Plate:  FMO505

License Plate: v

----- - M 3

Search Clas Page| 1 of1 .\, No data to display

Figure 12-26

If Fuzzy Matching is selected, the letters below will be recognized as numbers:

B Letter B will become 8 B Letter Z will become 2
B Letter O and D will become 0 (Zero) W Letter | will become 1
B Letter S will become 5 B Letter G will become 6

When a license plate number is typed in the Recognized Plate field, you can apply Fuzzy
Matching and the Matching Mode you set will be applied as well (e.g. Allow 1 mismatched
character). When a license plate number is typed in the License Plate field, only the license
plate that matches completely will be displayed in the search results.
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Search Results Window

Below is an example of a search results window.

= LPR Log

Recogni Licens.

Lane

Local Time

Plate Number's Photo

Recognition Camera  Overview Camera 1

Export: TXT

This Page oK

Overvi.. Over...| User

A snapshot of the detected license plate will be displayed.

EE: Indicates the availability of the recorded video.

B Indicates the availability of the video image.

1 Plate Recog... OIZNP 0NP  LPR1-Llanel /21/20123. - ] i |:'i
2  Plate Recog... 0OZNP DIZNP LPR1-Lane1 S/21/2012 3. - @ ﬁ o
3 Plate Recog... 012ZHP 012NP LPR1-Lane1 S/21/2012 3. - @ ﬁ o
4  Plate Recog... 0PSE8S 0PS8BS LPR1-Lanel1 S/21/2012 3. = - - - T".' @ ﬁ o
JLI00

5 Plate Recog... 0P3885 0PS8BS  LPR1-Lanel1 82172012 3. i A @ ﬁ o

. [v]
4 Page| 1 of428| B M | & Displaying 1 - 30 of 12842

Figure 12-27

You can right-click each search result to access more information such as vehicle information

& or user information E3.

To see how to export logs, refer to 9.2.3 Exporting Logs for details. To see how to customize

the search results columns, refer to 9.2.4 Defining Columns for details.

Note: You can play back video only when Remote ViewLog Service included in Control
Center Server is enabled on the DVR. And the Remote ViewLog function is enabled on Video
Server or Compact DVR.
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12.7.4 Access Group Setup

Using GV-ASWeb, you can remotely set up access groups to restrict who can access which
channel at what time. On the main page of GV-ASWeb, click the Access Groups icon

. For details on how to set up access groups, refer to Setting Access Groups in
chapter 4.

%Moﬁs(;ruupsfnetup o =] |
@9 Mame: Default
Name <
Data Group: Mo Groups
1 Default
2| FAE Door Schedule

=] ﬂ Controller A_Reception (2 Doors)

D Gate A 24-hour restricted
D Gate B 24-hour restricted
page 1|of1| b Bl | & Displaying 1 - 2 of 2
Lane Schedule
_ ~
= &2 LPR1 (B Lanes)
h Lane 1 24-hour restricted L
B Lane 2 24-hour restricted
b Lane 3 24-hour restricted 3
h Lane 4 24-hour restricted
h Lane S 24-hour restricted
h Lane 6 24-hour restricted
h Lane 7 24-hour restricted
- ISR [v]
Page, 1lof1| b bl | & Displaying 1- 9 of 8
Save || Close
Page 1lof1| b Pl | & Displ
Figure 12-28
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Chapter 13 Database Settings

Before you can run GV-ASManager, it is required to create a database or to upgrade your old
database to fit the latest version of GV-ASManager. You can select either a Microsoft Office
Access or Microsoft SQL Server to be the database of GV-ASManager.

If a database already exits, the GV-ASManager provides you the Source Database function
to convert various database formats to be the GV-ASManager’s (Access or SQL Server).

13.1 Starting the Database Tools

To start the Database Tools, you may use one of the methods:

1. If you log in the GV-ASManager for the first time, this message will pop up: “Cannot open
database. Would you like to set up database?”. Click Yes. The following Database Tools
dialog box will appear.

2. If you have run the GV-ASManager, run ASDBManager.exe from the program folder to
access the Database Tools.

&7 Database Tools

Please Select Database Tools
Which tool do you uze for databasze? @I
H——

ASManager Databaze Setting :

Setup, upgrade, deletion, backup and recowery.

Settings from Source to ASKManager Database

Set the connection of Source D atabase, the mapping relations of the
tables betweem Source and ASManager databaze, the auto-update
request, and the manual update request,

’ Fe-login ] | E it

Figure 13-1
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13.2 Creating a Database

You can select either Microsoft Office Access or Microsoft SQL Server as the database of
GV-ASManager.

1. Click the ASManager Database Setting button on the Database Tools dialog box (Figure
12-1).

2. Click the Setup MDB/MSSQL Database for ASManager button. This dialog box
appears.

Create Database g|

Databaze Type
() Microsoft Office Access Database
(%) Microsoft SAL Server

SOL Database Setting
Drata Source: YIMCEMTYU_SOLSENSOLEX

Authentication:
() Windows Authentication

(3) SOL Server Authentication

Login: wincent

Pagsword: nmn
Database
ASConfig Marme: ASCoanfig
A5Log Mame: #5Lod

[ Test conhection ]
[ Q. I [ Cancel ]
Figure 13-2

3. To use Access as the database, select Microsoft Office Access Database and click OK.
The database is created in the local computer.

4. To use SQL Server as the database, select Microsoft SQL Server.

a. Under the SQL Database Setting, type IP address or domain hame of the SQL
server in the Data Source field, and select its authentication way.

b. Under the Database, name the databases for Configuration files and Log files that
will be created on the SQL server separately.

c. Click Test Connection to test the connection to the SQL server.

d. Click OK. The databases are created in the SQL server.
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13.3 Other Database Settings

You can upgrade, delete, back up and remove the database of GV-ASManager. Click
ASManager Database Setting button on the Database Tools dialog box (Figure 12-1) to
display the following dialog box and have further settings.

Ifs ASManager Database Setting §|

Setup MDB F MSSQL Database for ASManager

@\ Upgrade to latest database version

’ Celete ASManager Datahase

Backup Database

Recoveny Database

Database version: 2.1.0.0

Figure 13-3

[Upgrade to latest database version] If an old database exits on the local computer, select
this option to upgrade the version of the old database to the latest.

[Delete ASManager Database] Removes the database from the local computer or the SQL

Server.
[Backup Database] Backs up the Configuration file.

[Recovery Database] Restores the backup Configuration file to the current computer or
import it to another computer.

Note: To automatically back up Log and Image files, use the Auto Backup function. See 7.3

Startup and Backup Setup.
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13.4 Source Database Connection

Database Settings

The Source Database function can convert the databases of OLE DB and Active Directory
to be the GV-ASManager’s (Access or SQL Server). Click the Setting from Source to

ASManager Database button on the Database Tools dialog box (Figure 12-1) to display the
following dialog box and have further settings.

’ Options

3

Set Connection :
Input/todify the information for source databage connection.

Set Mapping ;
Set the mapping relations for cardholder.

[ Unset ]

Set Mapping :

Set the mapping relations for cards.
[ Unszet

Input/Modify the duto-update time zetting.

Update Cardhaolders D ata manually

Update Information...

Update Card Data manually

Update Information. ..

Source Database: Microsoft, Jet OLEDE. 4.1

Figure 13-4

[Set Connection] Configures the connection to an active directory or an OLEDB provider.

[Set Mapping....for cardholder] Maps the cardholder fields between the GV-ASManager

database and the source database.

[Set Mapping....for card] Map the card fields between the GV-ASManager database and

the source database.

[Input/Modify the auto-update time setting] Specify a time to update the database

automatically.

[Update Cardholders Data manually] Update the cardholder data manually.

[Update Card Data manually] Update the card data manually.
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13.4.1 Converting Data from the Active Directory Database

Click the Set Connection button on the Options dialog box (Figure 12-4). The Source
Database dialog box appears.

Select Active Directory. This dialog box appears.

.;__%Set up a connection to active directory 5'

~ Server
Server name: IT 92168220128 Part: 389

[~ Account Bind type

User Mame: Asdministrator € Bind as currently lngged on user
Password:  [essssses & Bind with credentials

r~ Digtinguished name [DM] or haming context:
Connect to the fallowing node:

Test Cornection
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Figure 13-5

If you log in the local computer with the authorized username and password from the
source database server, select Bind as currently logged on user and type the IP
address or domain name of the server. If not, select Bind with credentials, type the IP
address or domain name of the server and its login username and password.

Ensure the Port number matches that of the source database server.

Select Default Root Node to connect to the root node of the source database.
Otherwise, select This Node and specify the node path.

Click Test Connection to connect to the source database server.

Click the Update Cardholder Data manually button in the Options dialog box (Figure
12-4) to convert the cardholder data from the source database to the GV-ASManager
database immediately.

Click the Update Card Data manually button in the Options dialog box (Figure 12-4) to
convert the card data from the source database to the GV-ASManager database

immediately.

To update the database automatically later, click the Input/Modify the Auto-update
time setting button in the Options dialog box (Figure 12-4) and specify the time in
minutes.



13.4.2 Converting Data from the OLE Database

Database Settings

To convert data from the OLE database, you need to go through these instructions:

To connect an OLE database:

1.

2.

Connect an OLE database
Map the cardholder data
Map the card data

Convert the data from the source database

Click the Set Connection button on the Options dialog box (Figure 12-4). The Source

Database dialog box appears.

Select Other Database. This dialog box appears.

B Data Link Propetties

Fravider | Eonnectionl Advancedl Al I

Select the data you want to connect to:

OLE DB Providers)

Microzoft Jet 4.0 OLE DB Provider

Microzoft OLE DB Provider for Indexing Service
Microzoft OLE DB Provider for ODBC Drivers
i OLE DB Pravider for Ora

tOLE DB Simple Provider
MSDataShape
OLE DB Provider for Microzoft Directony Services

X

(] | Cancel |

Figure 13-6
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3. Select the OLE DB provider that you wish to connect to, and click OK. The connection
dialog box appears. The dialog box varies depending on the OLE DB provider you
choose. Here we select Microsoft OLE DB Provider for SQL Server as example.

ED) Data Link Properties x|

Frovider  Connection I.&dvancedl Al I

Specify the following to connect to SAL Server data:
1. Select or enter a server name:

IDYLAN\SQLEXPF!ESS j Befreshl

2. Enter information ta log on to the server:
" Uze Windows NT Irtegrated security

% Use a speciiic user name and password:

Uszer name: Ifae

Password: Iou
[ Blank pazsword v Allow zaving passward

3, (% Select the database on the server:

IAdventureW'orks j
" Attach a database file az a database name:
IAd\-’entureWorks
sing the filename:
0K | Cancel Help
Figure 13-7

4. Type the IP address or domain name of the source database server, select its login
authentication method, and select a specific database on the server. Click Test
Connection to connect to the source database server.
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To map the cardholder data:

1. Click the Set the mapping relations for cardholders button in the Options dialog box
(Figure 12-4). This window appears.

& Mapping Setting =lolx|
L\ ! Add a table from your database corresponding to the card holder table, and then set the mapping relations of their
fields.
S
T able Mamne HumanR esources.[Employes] |
HumanFesources. [Employes]
[~ Mapping Relations
Field Name | Field Type | | + I Mapping Fields | | I -
+ f Narne nvarChar <= @ ConkactlD =] FirstMame % MiddleMarne % Lasthame
% First Mame nvarChar <= @
. % Last Mame nvarChar o= @
The fields of the = o i P
GV-ASManager =k marchar <= ) Click this button
% o] niarChar <=> & E EmployeelD .
database E Gencr ool <> I to map the fields =
Birthday DateTime <=
% Emplayeell nvarChar <= @ between two
Home Phone nvarChar <= & dlfferer“
% Home Fax n¥arChar <=> @
5| mabile Phane niarChar == & databases
& Home 7ipcode riarChar == g
% Home Address n¥arChar o= @
; Add I Delete ‘ = Home F-1ai n¥arChar <= & =
Select a+ ~Immeriate View:————[10 - (0~ 100) T Auta Column Widih
Marne | FirslNamal LastNamel Send 5M5| 5M5| [In] I Gender | Bithday | Emplar aa\Dl Home Phonal Home Fax | Mabile F'honel HomeZipCodel Home Ad =
source table Zneng M 3 o] it
TermiLee Dully 12
Jogzef H Gaoldberg 11
Giail & Erickson 3 ¥ . §
KendallCKe 39 This: section displays
David M Bradiey 3 AR AN, o83 -
ThieryB.0'Hers 5 the mapplng l"eSUItS
Garett R oung 32 e
Jian Shuo v ang 33 -
| | »
Clear I Save I ’wl

Figure 13-8
2. Click the Add button to select a related table on the source database.

3. Click the B puttons to map each field of GV-ASManager database to a corresponding
field of the source database.

4. In the following steps, we demonstrate how to map the Name filed as example. lick
the B8 button in the Name field. This dialog box appears.

Set the mapping fields x|

§ 5 Destination Field T amel
“ Select the source fields for mapping.

rFields ~ Mapping Fields
Figld Marne Figld Type = Figld Mame Figld Type
EmploveelD Integer CantactlD Integer

] NationalDNumber  YartwChar
=] LoginiD Warw/Char
E Manager D Integer Add >

E] Title “Warw/Char Cancel

Bl BithDate DBTimeStamp

5] MaritalStatus WChar Stk

E Gender “WChar P

E] HireDate: DBTimeStamp

B sdlariedFlag Bolcan - DOWN

YacationHours Smalllnt
E SickLeaveHours Smalllnt
[= cunentFlaq Boalean

B Set Foreign Key

Figure 13-9
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In the left side of the mapping field dialog box, select the field(s) of the source database
corresponding to the Name field of the GV-ASManager database. Then click Add. In this
example (Figure 12-9), the Contact ID field of the source database corresponds to the
Name filed of the GV-ASManager database.

If the field of the source database, without having the data entered, is linked to an index
or another table, click the Set Foreign Key button. This dialog box appears.

Primary Key Table

ources. [Emplopee] [Person [Contact] =l

=
Primary Key Field

[Cantactip |
A Frimery Key Fields | - Mapping Fields
Field Name [FieldType = Field Name: [ Field Type [
B contaciD Integer =] Firstame VatwChar
=l MameStyle Boolean =] MiddieName  VarwChar
= Titte VarwChar Add > 5] Lastiare VarwChar
&= suiix Vartw/Char Cancel
= Emaiaddress Varw/Char
= EmailPromation Integer
= Phone VarwChar p— up
& Passware dHash VarChar L
& Passware dSalt VarChar &I
[5] AddiionalContactinfo  LangVaiwCha +
=T S Set Foreian Key
Figure 13-10

When the foreign key dialog box is open, the linked Primary Key Table and Primary

Key Field should be displayed if the connection of the Foreign Key Table and Primary
Key Table has been created. Otherwise, use the drop-down lists to select the Primary
Key Table and Field.

In the left side of the foreign key dialog box, select the field(s) of the Primary Key Table
corresponding to the field of the Foreign Key Table. In this example (Figure 13-10), the
Contact ID field of “Human Resource (Employee)” Foreign Key Table is linked to the
First Name, Middle Name and Last Name fields of “Person (Contact)” Primary Key
Table.

Click OK. In the Mapping Setting window, you can see the mapping results. In the
example (Figure 12-8), the Name field of the GV-ASManager database is mapped to the
Contact ID field of the source database which includes First Name, Middle Name and
Last Name (which are linked from the Primary Key Table).
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To map the card data:

1. Click the Set the mapping relations for cards button in the Options dialog box (Figure
13-4). This window appears.

EZ; Set the mapping relations for cards. - |Elli|

Uzing field mapping to establizh relation between fields from the Card and Source.

Select a source table :

; _ Selecta
| dbo[Card_Data) =t >
source table

Field Name | Field Type | <= | Field Name | Field Type |
E%] Cardholder Integer ¢-»  Card Holder => Name WVarwChar =3 niarChar
Eﬁ Card Mumnber i arChar L)
E%] Code Type Irteger L

Activation D ate DateTime g
E%] Deactivation D ate DateTime {3
E%] Deactivate [ves/Ma] Bool {3
Eﬁ Pin Code i arChar L)

Clear | Ok, I Cancel

v :

The fields of the GV- The fields of the
ASManager database source database
Figure 13-11

2. Select a related table on the source database.

3. Click the Field Name column on the right side to map each field of the GV-ASManager
database and the source database.

To convert the data from the source database:

1. Click the Update Cardholder Data manually button in the Options dialog box (Figure
12-4) to convert the cardholder data from the source database to the GV-ASManager
database immediately.

2. Click the Update Card Data manually button in the Options dialog box (Figure 13-4) to
convert the card data from the source database to the GV-ASManager database

immediately.

3. To update the database automatically later, click the Input/Modify the Auto-update
time setting button in the Options dialog box (Figure 13-4) and specify the update time.
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Chapter 14 Net Module Utility

With the Net Module Utility included in Software DVD, you can change settings and update
the firmware of the GV-AS Controller.

1. Insert Software DVD, select Install GeoVision V4.0.0.0 Access Control System, click
Net Module Utility and follow the onscreen instructions to install the program.
2. Run Net Module Utility. This window appeatrs.
A GNetModule Utility =13
a6 0 & 98 & 4§ O
@ i (i ~D : T HE
Search Set Login t Advanced. .. Reboot Default Firmware ... Updateto... Cancel qu...
Maodule Mame Version Controller Mame MAC address IP address Subnet Mask Defaulk Gate... Metwork A... | Ackion Skatus -
ﬂ EY-A5200 W2.0,0-20090204  Controller 1 00:13:E2:01:18:69 192.168.3.42 255,255.252.0 192,168.0.1 Intel(R) PR... Set Login first
@ GY-Asz00 Y2.0.0-20090313  Controller 1 00:13:EZ2:01:1A:4F 192.168.3.227 255.255.252.0 192.168.0.1 Intel{R) PR... Set Login first
|j Y-A5400 Y1.0,0-20000924  Contraller 2 00:13:E2:01:07:50 192,168.0,224 255,255.252.0 192,168,0.1 Inkel(R) PR... Set Login first
|j| aY-A3100 W1.0,2-2009093x  Controller 1 00:13:E2:01:00:54 192.165.2,160 255.255.252.0 192,168.0.1 InkelR) PR... Set Login first
|j EY-AsS100 W1.0,2-20091005  Contraller 2 00:13:E2:01:07:57 192,168.0,109 255.255.252.0 192,168.0.1 Intel(R) PR... Set Login first
ﬁ] QY-IOEOR %1,0,0-20090929  IOBO=-01 00:13E2:01:00:49 192.165.2,97 255,255.252.0 192,1658.0.1 InteliR) FR... Set Login first
|j GY-IOBO 41.0.0-20090929  IOEOX-01 00:13:EZ2:01:00:A7 192.168.0.199 255.255.252.0 192.168.0.1 IntelR} PR... Set Login first
ﬂ QY-IOBOE Y1.0,0-20090904  IOBO=E-01 00:13%E2:01:00:BC 192.168.0.14 255,255.252.0 192,168.0.1 Intel(R) PR... Set Login first S
| < >
ady. 3
Figure 14-1

The buttons on the window:
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Search: Click this button to locate any GV-AS Controller or GV-1/O device on the same
LAN.

Set Login: You can select the desired modules from the list, and click this button to log
on to these modules with the same ID and password together.

Setting: Click this button to change the Machine Name, IP address, 3DES Code, Device
Port, login ID and password.

Advanced Setting: Click this button to directly link to the Web interface of the selected
module.

Reboot: Click this button to perform a warm boot of the selected module. This operation
will keep the current configuration.

Default: Click this button to reset all configuration parameters to their factory settings.
This may take 5 seconds to complete.

Firmware Update: Click this button and assign the firmware file for update.

Update to the latest firmware version: The GV-ASManager software comes with the
latest GV-AS Controller firmware. Clicking this button can upgrade your GV-AS Controller
firmware.



Troubleshooting

Chapter 15 Troubleshooting

Q1: GV-ASManager cannot connect to GV-AS Controller over the Internet.

There are several causes for this problem such as IP address conflict, incorrect connection

settings and network failure. The following solution is to assign the fixed IP to the

GV-ASManager and GV-AS Controller respectively. This way can determine if the problem is

caused by the faulty devices and incorrect network settings.

1. Disconnect the hub or switch, which connects the GV-ASManager and GV-AS Controller,
from the network.

2. Give the GV-ASManager a fixed IP address that is NOT used by another device, e.g.
192.168.0.154.

Internet Protocol (TCP/IP) Properties

General

“Y'ou can get [P settings assigned automatically if your network supports
this capability. Otherwize, you need to ask your netwark administrator far
the appropriate P settings.

O Dbt
®ilze
1P address: 132_ . '_I_EB_. ; _D_ ._1_5_4 |

ically

Subnet mask: i 2h5 285255 . 0

Default gateway:

() Usze the following DMS server addresses:
Preferred DNS server:

Alternate DNS server

Figure 15-1

3. Reset the GV-AS Controller module and Ethernet module to factory defaults.

a.

b.

Plug the GV-ASKeypad to the GV-AS Controller.
Remove the jumper cap from the 2-pin Default jumper.
Press the Reset button.

Replace the jumper cap back to the 2-pin Default jumper.

To reset the Ethernet Module, press and hold the Default EN button for 6 seconds.
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4. Open the browser and enter the GV-AS Controller default address: http://192.168.0.100

5.
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° Network Configuration
(. GeoUision: _
Machine Name
Basic Setting Machine Name Controller 1
+ Network Setti
S— DHCP Client:
+ QOther Setting
*  Firmware Update OEnable
* Account Setting
Advance Setting © Disable
. . .
Function Setting IP Address: 192 168 i} 100
* Parameter Setting
. . Subnet Mask: 265 265 || 282 || D
¢ Time Setting
o Input Setting Default Gateway: 192 ws . 0 . 1
*  OQutput Setting Domain Name Server: 192 95 ) 1 g1

Figure 15-2

In the IP address field, give the GV-AS Controller an IP address that is NOT used by

another device, e.g. 192.168.0.XXX.

On the GV-ASManager, enter the following settings:

Controller ID: 1
Network: TCP/IP
IP: 192.168.0. XXX
Port: 4000

User: admin
Password: admin

Crypto key: 12345678

A4 #8CENB Ta & @

Controller, Setup

Device Wigw

Please Enter ID

: Controller List
Device
@l TEsTIE! | @
Contraller D Droor & Dioor B i

X

|

| ID:
Mame: | Contraller 1 | Cancel
Figure 15-3

General Setup | Gate 1| Gate 2| Gate 3| Gated|

General

Contraller Marme Contrioller_T aipsi

Controller ID ]

Interlock : [ Doors - DootB
[] DootC - DoarD

[¥] Enable Daylight Saving

Connection
COM Part:

@ Metwark : TCPAP v
IP 192.168.0.100
Fort: 4000
User: admin
Password weene
Crypto Key LITTY YT

X
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7. The connection between the GV-ASManager and GV-AS Controller should be

established, and the connection icon <=~ should appear. If disconnection happens after
you connect the hub or switch to the network, then it should be other network problems.

Please contact your network administrator.

Q2: The connection established between the GV-ASManager and GV-AS
Controller is interrupted.

This may be due to IP address conflict. Follow these steps to troubleshoot the problem:

1. Disconnect the hub or switch, which connects to the GV-ASManager and GV-AS
Controller, from the network.

2. Run Windows Command Prompt. Take Classic Windows Start Menu for example, click
Start, select Accessories and click Command Prompt.

3. Type arp —d and press Enter.

et ICAWINDOWS\system32\cmd. exe

Microsoft Windows BPF [Version 5.1.26801]
¢G> Copyright 1985-2801 Microsoft Corp.

iC:“Documents and Settings“Jjoycelarp —d_

Figure 15-4

4. Give the GV-ASManager a fixed IP address that is NOT used by another device. See
Figure 15-1.

5. Open the browser and enter the assigned IP address of GV-AS Controller. The Network
Configuration page appears. See Figure 15-2.

6. Inthe IP address field, give the GV-AS Controller an IP address that is NOT used by
another device, e.g. 192.168.0.XXX.

7. On the GV-ASManager, enter the following settings. See Figure 15-3.
Controller ID: 1
Network: TCP/IP
IP: 192.168.0.XXX
Port: 4000

User: admin
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Password: admin
Crypto key: 12345678

8. The connection between the GV-ASManager and GV-AS Controller should be

established, and the connection icon <~ should appear. If disconnection happens after
you connect the hub or switch to the network, then it should be other network problems.

Please contact your network administrator.

Q3: GV-ASManager cannot receive card messages but the reader accepts the
card when the connection between the GV-ASManager and GV-AS Controller is
well established.

It may be due to memory failure in the GV-AS Controller. Reset both the GV-AS Controller
module and the Ethernet module to factory settings. Refer to Step 3 in Question 1.

Q4: The GV-ASManager cannot retrieve the video from the DVR for playback.

1. Make sure the Remote ViewlLog Service on Control Center Server is enabled on the
DVR.

2. Make sure the time on the GV-ASManager and the DVR is consistent.

3. Make sure the event file you want to play back has been created completely on the DVR.
For example, the assigned time length of every recorded event on the DVR is 5 minutes.
The desired event of 5 minutes must have been displayed on the ViewLog Event List, so
you can access the event file for playback.

Q5: After | add a card by presenting to the reader, the message “Access Denied
Invalid Card” still appears

(For details on adding a card, see Step 1 in 4.3.1 Adding a Single Card.)

It may be the card format is not compatible with the GV-AS Controller. For GV-AS100,
GV-AS110, GV-AS120 and GV-AS400, ensure the format is 26~64 bits. Otherwise, send us
the related information of your card format so that we can customize the format for you.
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Q6: The GV-ASManager cannot receive card messages from the GV-Reader
connected to the GV-AS Controller through RS-485 interface.

1. Make sure the GV-Reader is correctly wiring to the GV-AS Controller and Switch 4 on the
GV-Reader is set to OFF.

2. Make sure the correct GV-Reader ID is set on the GV-AS Controller.

Q7: 1 can’t change the Advanced Settings on the Web interface of the GV-AS
Controller. The “Submit” button is missing.

To modify the Advanced Settings, make sure the Web Setting Switch on the GV-AS
Controllers is set to ON. For the location of the Web Setting Switch, refer to the Web Setting
Switch section of each GV-AS Controller or GV-ASNet / GV-ASBoxX.

Q8: After installing GV-ASManager, the message “d3dx9_40.dll cannot be
found” appears.

Make sure DirectX End-User Runtimes is installed and restart the computer afterwards. To
install DirectX End-User Runtimes, insert the supplied Software DVD to your computer, and
select Install DirectX End-User Runtimes (November 2008).

Q9: How can | find more help?

Visit our website at http:///www.geovision.com.tw

Write to us at support@geovision.com.tw
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Appendix

A. Compatible IP Devices

This list provides the supported IP device brands. For detailed information on the supported
IP devices, refer to Supported IP Camera List on GeoVision’s Website:
http://www.geovision.com.tw/english/4 21.asp

GeoVision
ACTi

Arecont Vision
AXIS

Bosch

Canon
CNB
D-Link

Etrovision

Hikvision
IQinVision
JvC

LG
MOBOTIX
Panasonic

Pelco

Sanyo
SONY
UDP
Verint
VIVOTEK
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B. Event Notifications

e “Alarm” events

Type Description
Force Open Door <name> is forcibly open.
Duress function is triggered.
Duress )
See “Duress” in 1.2 Concepts.
Tamper Inputs are triggered.
For hardware settings, see Connecting Input Devices
Tamper in GV-AS Controller Hardware Installation Guide.

For software settings, see Step 5in 4.2.2 Step 2:
Configuration a Door.

Fire Inputs are triggered.

For hardware settings, see Connecting Input Devices
Fire Alarm in GV-AS Controller Installation Guide.

For software settings, see Step 5in 4.2.2 Step 2:
Configuration a Door.

Door <name> is held open over the specified time.

Held Open See Step 2 and 5 in 4.2.2 Step 2: Configuration a
Door.
Access Denied The access is rejected.

e “Access” events

Type Description

The access from User <name> and Card <Number>

Access Granted is granted.

The access is rejected because an unknown card is

Access Denied: Invalid Card presented.

The access is rejected because Card <Number> is

Access Denied: Card suspended suspended.

The access is rejected because the PIN number

Access Denied: Wrong PIN entered is wrong.

The access is rejected because Card <Number> is

Access Denied: Card Expired expired.

The access is rejected because the user access is

Access Denied: Invalid schedule not on the programmed schedule.

The access is rejected because the user has access

Access Denied: Wrong Door to the wrong door.
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Access Denied: APB (Duplicate
Entries)

The access is rejected because the Anti-Passback
rule is violated. Card <Number> is recorded as
successive entries, without exit, to a secure area.

Access Denied: APB (No Entry)

The access is rejected because the Anti-Passback
rule is violated. Card <Number> is recorded as exit,
without entry, to a secure area.

Access Denied: APB (No Exit)

The access is rejected because the Anti-Passback
rule is violated. Card <Number> is recorded as entry,
without exit, to a secure area.

Access Denied: Unknown Card

The access is rejected because the card format is not
compatible.

Access Denied: Invalid Start Date

The access is rejected because Card <Number> is
not enabled.

Access Denied: Previous Door Still
Open (Interlock)

The access is rejected because the Interlock function
is violated. The entry door is left unlocked.

See “Interlock” at Step 5in 4.2.1 Step 1: Configuring
a Controller.

e “Event” events

Type

Description

Force Open

Door <name> is forcibly open.

Duress

Duress function is triggered.
See “Duress” in 1.2 Concepts.

Tamper

Tamper Inputs are triggered.

For hardware settings, see Connecting Input Devices
in GV-AS Controller Installation Guide.

For software settings, see Step 5in 4.2.2 Step 2:
Configuration a Door.

Fire Alarm

Fire Inputs are triggered.

For hardware settings, see Connecting Input Devices
in GV-AS Controller Installation Guide.

For software settings, see Step 5 in 4.2.2 Step 2:
Configuration a Door.

Held Open

Door <name> is held open over the specified time.

See Step 2 and 5in 4.2.2 Step 2: Configuration a
Door.

Access Denied

The access is rejected.

Alarm Restored

Alarm sounds are cleared.

Forced Open-Restored

Force Open alarm is cleared.
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Duress Restored

Duress alarm is cleared.

Tamper Restored

Tamper alarm is cleared.

Fire Alarm Restored

Fire alarm is cleared.

Held Open Restored

Held Open alarm is cleared.

Restored Alarm Failed

Fail to clear alarm sounds.

Clear Forced Open Event Failed

Fail to clear Force Open alarm.

Clear Duress Event Failed

Fail to clear Duress alarm.

Clear Tamper Event Failed-No
Event Present

Fail to clear Tamper alarm.

Clear Fire Alarm Event Failed-No
Event Present

Fail to clear Fire alarm.

Clear Held Open Event Failed

Fail to clear Held Open alarm.

Clear Access Denied Failed

Fail to clear Access Denied alarm.

Clear Tamper Event Failed-I/O
Still Unclear

Fail to clear Tamper alarm because Tamper Inputs
remain triggering.

Clear Fire Event Failed-1/0O Still
Unclear

Fail to clear Fire alarm because Fire Inputs remain
triggering.

Door Open

Door <name> is open.

Door Close

Door <name> is close.

Door/Gate Unlock

Door <name> is unlocked.

Door/Gate Lock

Door <name> is locked.

Two Person Rule-Active

Two-person A/B rule is active when Card <number>
is presented.

Two Person Rule-Confirm

Two-person A/B rule is confirmed when Card
<name> is presented after the other AB card.

Two Person Rule-Inactive

Two-person A/B rule is violated when Card <name>
is presented successively or the other AB Card isn’t
presented within 20 seconds.

Keypad Code Confirm

On the Card or Common mode, the password
entered is correct.

Wrong Keypad Code

On the Card or Common mode, the password
entered is wrong.
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Release Mode

Door <name> is on the Release Mode.
See Step 4 in 4.2.2 Step 2: Configuration a Door.

Card or Common Mode

Door <name> is on the Card or Common Mode.
See Step 4 in 4.2.2 Step 2: Configuration a Door.

Card and PIN Code Mode

Door <name> is on the Card and PIN Code mode.
See Step 4 in 4.2.2 Step 2: Configuration a Door.

Card Mode

Door <name> is on the Card mode.
See Step 4 in 4.2.2 Step 2: Configuration a Door.

Fire Unlock Mode

Door <name> is unlocked after Fire Inputs are
triggered.

See “Fire Action” at Step 2 in 4.2.2 Step 2:
Configuration a Door.

Fire Lock Mode

Door <name> is locked after Fire Inputs are
triggered.

See “Fire Action” at Step 2 in 4.2.2 Step 2:
Configuration a Door.

Force Unlock Remotely

Door <name> is unlocked remotely from the control
of GV-ASManager or GV-ASRemote server.

Force Lock Remotely

Door <name> is locked remotely from the control of
GV-ASManager or GV-ASRemote server.

Disable Remote Door Lock
Operation

The event of “Force Unlock Remotely” or “Force Lock
Remotely” is cleared.

Force Unlock Locally

Door <name> is unlocked on the site of Door
Controller.

Force Lock Locally

Door <name> is locked on the site of Door Controller.

Disable Local Door Lock
Operation

The event of “Force Unlock Locally” or “Force Lock
Locally” is cleared.

Reset

Door Controller <name> is reset.
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C. E-Mail and SMS Alert Symbols

Icon Description

o %M (Message): include related alert message.
& %T (Controller): include door controller’'s name.
)| %D (Door): include triggered door’s name.

(D %L (Local Time): include local time.

x %U (UTC): include UTC time.

& %N (Card Number): include card number.

%H (User Name): include user name.

& %G (Gender): include user’s gender.

e %E (Employee ID): include employee ID.

I %Y (Company): include company name.

%P (Department): include department name.
%F (Office): include office name.

%C (Photo): include user photo.

”
I

%S (Snapshot): include snapshot.
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D. Controller Status

Status

Description

Disconnected (Login Failed)

The username, password or crypto key (3DES)
entered is wrong.

Disconnected (Duplicate Connection)

Another GV-ASManager is connecting with the
GV-AS Controller.

Disconnected (Hardware Error)

The Controller ID entered is wrong. Or GV-AS
Controller errors occur.
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